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,Q�FRPPRQ�SURFHGXUDO�DQG�REMHFW�RULHQWHG�SURJUDPPLQJ�ODQJXDJHV�WKH�FRQWURO�IORZ�RI�D�SURJUDP

LV� D� KLHUDUFKLFDO� VWUXFWXUH��&RQFXUUHQW� HUURU� GHWHFWRUV� SURSRVHG� LQ� SUHYLRXV� ZRUNV� ZHUH� DEOH� WR

FKHFN� WKH� VHTXHQFH� RI� VWDWHPHQWV� LQ� SURFHGXUHV� DQG� WKH� SURFHGXUH� UHWXUQ� DGGUHVVHV�� EXW� WKH

SUREOHP� RI� FKHFNLQJ� WKH� DOORZHG� VHTXHQFH� RI� SURFHGXUH� FDOOV� DQG� LQWHU�SURFHVV� V\QFKURQL]DWLRQ

UHPDLQHG� XQVROYHG�� ,Q� WKLV� SDSHU�ZH� SURSRVH� DQ� DSSURDFK� RI� FKHFNLQJ� WKH� KLJKHU�OHYHO� SURJUDP

FRQWURO�IORZ�XVLQJ�UHIHUHQFH�LQIRUPDWLRQ�EDVHG�RQ�80/�VWDWHFKDUW�VSHFLILFDWLRQ�

���,QWURGXFWLRQ

)DXOW� WROHUDQFH� LV� D� NH\� GHVLJQ� IDFWRU� LQ� FRPSXWHU� V\VWHPV� SURYLGLQJ� FULWLFDO� VHUYLFHV�� ,Q� WKH

PDMRULW\�RI� DSSOLFDWLRQV� VXFK� UHGXQGDQF\� WHFKQLTXHV� DUH� UHTXLUHG�� WKDW� DUH� JHQHUDO� SXUSRVH�� ILW� WR

FRPPRQ��FRPPHUFLDO�V\VWHP�FRPSRQHQWV�DQG�GHYHORSPHQW�SURFHVVHV�DQG�DW�WKH�VDPH�WLPH�LPSURYH

WKH� DYDLODELOLW\� RI� WKH� V\VWHP� VLJQLILFDQWO\�� ,Q� VXFK� V\VWHPV��ZDWFKGRJ� SURFHVVRUV� �:3�� >�@�� DUH

RIWHQ� XVHG� IRU� FRQFXUUHQW� GHWHFWLRQ� RI� FRQWURO� IORZ� HUURUV��$�:3� FRPSDUHV� WKH� UXQ�WLPH� DQG� WKH

UHIHUHQFH�FRQWURO�IORZ�UHSUHVHQWHG�LQ�D�FRPSDFW�IRUP�E\�VLJQDWXUHV��V\PEROLF�ODEHOV�RI�WKH�SURJUDP

VWDWH�� ,Q� FRPPRQ� SURFHGXUDO� DQG� REMHFW�RULHQWHG� SURJUDPPLQJ� ODQJXDJHV� WKH� FRQWURO� IORZ� RI� D

SURJUDP� LV� D� KLHUDUFKLFDO� VWUXFWXUH�� 7KH� VHTXHQFH� RI� SURFHVVHV�� WKH� VHTXHQFH� RI� SURFHGXUHV� LQ

SURFHVVHV� DQG� ILQDOO\� WKH� VHTXHQFH� RI� VWDWHPHQWV� LQ� SURFHGXUHV� FDQ� EH� GLVWLQJXLVKHG�� :DWFKGRJ

SURFHVVRU�PHWKRGV�SURSRVHG�LQ� WKH�OLWHUDWXUH�DQG�HODERUDWHG�LQ�SUHYLRXV�ZRUNV�ZHUH�DEOH� WR�FKHFN

WKH�VHTXHQFH�RI�VWDWHPHQWV�DQG�WKH�UHWXUQ�DGGUHVVHV�RI�SURFHGXUH�FDOOV��7KH�SUREOHPV�RI�FKHFNLQJ

WKH�DOORZHG�VHTXHQFH�RI�SURFHGXUH�FDOOV�DQG�WKH�LQWHU�SURFHVV�V\QFKURQL]DWLRQ�UHPDLQHG�XQVROYHG�
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� 'HSW� RI 0HDVXUHPHQW DQG ,QIRUPDWLRQ 6\VWHPV� 7HFKQLFDO 8QLYHUVLW\ RI %XGDSHVW�
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7KH�ZLGHVSUHDG�XVH�RI�VSHFLILFDWLRQ�ODQJXDJHV�GHVFULELQJ�FRQFXUUHQW��PXOWL�SURFHVV�V\VWHPV�HQDEOH

WKH� FKHFNLQJ� RI� WKH� SUHYLRXVO\� XQFRYHUHG� KLJKHU� OHYHOV� RI� WKH� FRQWURO� IORZ�� 80/�� WKH� 8QLILHG

0RGHOLQJ�/DQJXDJH�LV� WKH�PRVW�UHFHQW�VWDQGDUG�IRU�VSHFLILFDWLRQ��YLVXDOL]DWLRQ�DQG�GRFXPHQWDWLRQ

RI��REMHFW�RULHQWHG��V\VWHPV�>�@��,WV�EHKDYLRUDO�GLDJUDPV�OLNH�VHTXHQFH��FROODERUDWLRQ�DQG�VWDWHFKDUW

GLDJUDPV� GHVFULEH� H[DFWO\� WKH� DOORZHG� VHTXHQFH� RI� SURFHGXUH� FDOOV� DQG� WKH� LQWHU�SURFHVV

FRPPXQLFDWLRQ� DQG� V\QFKURQL]DWLRQ�� 6LQFH� WKHVH� GLDJUDPV� IRUP� WKH� EDVLV� RI� WKH� DXWRPDWLF� FRGH

JHQHUDWLRQ��WKH\�FDQ�DOVR�EH�XVHG�DV�WKH�UHIHUHQFH�IRU�FKHFNLQJ�WKH�FRUUHFW�FRQWURO�IORZ�

,Q� WKLV� SDSHU� ZH� SURSRVH� D� PHWKRG� IRU� FKHFNLQJ� WKH� VHTXHQFH� RI� SURFHGXUH� FDOOV�� ,W� DOORZV� WKH

LQWHJUDWLRQ� RI� SUHYLRXV� PHWKRGV� RI� VWDWHPHQW� OHYHO� FKHFNLQJ� ZLWK� WKH� KLJKHU� OHYHO� FKHFNV�� 7KH

UHIHUHQFH� LQIRUPDWLRQ�XVHG� IRU�FKHFNLQJ� WKH� VHTXHQFH�RI�SURFHGXUH� FDOOV� LV�GHULYHG�DXWRPDWLFDOO\�

XVLQJ�WKH�80/�GHVFULSWLRQ�RI�WKH�V\VWHP�EHKDYLRU��,W�KDV�WKH�DGYDQWDJHV�WKDW�WKH�VDPH�GHVFULSWLRQ�LV

XVHG�IRU�FKHFNLQJ�DV�XVHG�IRU� WKH� �DXWRPDWLF��FRGH�JHQHUDWLRQ�� WKLV�ZD\� WKH�FKHFNV�DUH�SHUIRUPHG

DJDLQVW� WKH� VSHFLILFDWLRQ�� DQG� HUURUV� LQ� FRGH� JHQHUDWLRQ�PRGLILFDWLRQ� QRW� UHIOHFWHG� LQ� WKH

VSHFLILFDWLRQ�FDQ�DOVR�EH�KLJKOLJKWHG�

���&RQFHSW�RI�WKH�SURFHGXUH�OHYHO�FKHFNLQJ

,Q�RXU�DSSURDFK��ZH�XWLOL]H�WKH�PRGXODU�VWUXFWXUH�RI�WKH�:3�SURSRVHG�LQ�>�@�DQG�LQWHJUDWH�WKH�FKHFNV

DW�GLIIHUHQW�OHYHOV�DV�LQGLYLGXDO�PRGXOHV��7KH�VWDWHPHQW�OHYHO�FKHFNLQJ�LV�SHUIRUPHG�E\�D�KDUGZDUH

:3� XVLQJ� DVVLJQHG� UXQ�WLPH� VLJQDWXUHV� DQG� HPEHGGHG� UHIHUHQFH� RQHV� DV� GHVFULEHG� E\� WKH� 6(,6

�6LJQDWXUH� (QFRGHG� ,QVWUXFWLRQ� 6WUHDP�� VFKHPH� LQ� >�@�� 2Q� WKH� SURFHGXUH� OHYHO�� WKH� FKHFNLQJ� LV

EDVHG� RQ� DVVLJQHG� UXQ�WLPH� VLJQDWXUHV� �FDOOHG� KHUH� SURFHGXUH� LGHQWLILHUV�� DQG� D� VWRUHG� UHIHUHQFH

GDWDEDVH��,W�FDQ�EH�SRLQWHG�RXW�WKDW�WKH�WLPH�RYHUKHDG�RI�WKH�FKHFNLQJ�RQ�WKH�SURFHGXUH�OHYHO�LV�QRW

FULWLFDO�VLQFH�WKH�UHODWLYH�IUHTXHQF\�RI�FKHFNLQJ�LV�ORZ��RQFH�IRU�HDFK�SURFHGXUH�FDOO���$FFRUGLQJO\�

WKH�SURFHGXUH�OHYHO�PRGXOH�FDQ�EH�LPSOHPHQWHG�LQ�VRIWZDUH��7KH�IROORZLQJ�SUHSURFHVVLQJ�VWHSV�DUH

UHTXLUHG�IRU�HDFK�SURFHVV�WR�VXSSRUW�WKLV�VRIWZDUH�EDVHG�VHOI�FKHFNLQJ�

��� 7KH�VWDWHFKDUW�VSHFLILFDWLRQ�RI�WKH�SURFHVV�LV�DQDO\]HG�DQG�WKH�UHIHUHQFH�WDEOH�RI�WKH�SURFHGXUH

FDOO�VHTXHQFH�LV�GHULYHG��VHH�6HFWLRQ�����,W�LV�VWRUHG�LQ�D�WH[WXDO�WDEXODU�IRUP�

��� 7KH�VWDWHPHQW�OHYHO�SUHSURFHVVRU�DQDO\]HV�WKH�VRXUFH�FRGH�RI�WKH�SURFHVV��RU�WKH�DFWLYH�REMHFW��

LGHQWLILHV�WKH�VWDWHPHQWV�DQG�DVVLJQV�VLJQDWXUHV�WR�WKHP�DFFRUGLQJ�WR�WKH�6(,6�VFKHPH�



��� 7KH�SURFHGXUH� OHYHO�SUHSURFHVVRU� LGHQWLILHV� WKH�SURFHGXUHV�� DVVLJQV�XQLTXH� LGHQWLILHUV� WR� WKHP

DQG�PRGLILHV�WKH�SURJUDP�VRXUFH�DV�IROORZV��)LUVW��LW� LQVHUWV�WKH�VRXUFH�RI�WKH�FKHFNHU�IXQFWLRQ

WKDW� LQFOXGHV� WKH�VWDWLF� UHIHUHQFH� WDEOH�RI� WKH�SURFHGXUH�FDOOV� �GHULYHG� LQ�6WHS�����0RUHRYHU�� LW

LQVHUWV�D�FDOO�RI�WKH�FKHFNHU�IXQFWLRQ�DV�WKH�ILUVW�VWDWHPHQW�RI�HDFK�SURFHGXUH�

7KH�SUHSURFHVVHG��PRGLILHG��VRXUFH�FRGH�LV�FRPSLOHG�DQG�OLQNHG�XVLQJ�WKH�VWDQGDUG�FRPSLOHU�RI�WKH

ODQJXDJH��7KH�VWDWHPHQW�VHTXHQFH�DQG�WKH�UHWXUQ�DGGUHVVHV�RI�SURFHGXUHV�DUH�FKHFNHG�LQ�UXQ�WLPH�E\

WKH�KDUGZDUH�:3��7KH�VHTXHQFH�RI�SURFHGXUHV�LV�FKHFNHG�LQ�VRIWZDUH��:KHQ�D�SURFHGXUH�LV�VWDUWHG�

LW�FDOOV�WKH�FKHFNHU�IXQFWLRQ�SDUDPHWHUL]HG�ZLWK�LWV�RZQ�LGHQWLILHU��7KH�FKHFNHU�IXQFWLRQ�FRQWDLQV�WKH

UHIHUHQFH� WDEOH�DV�D�VWDWLF�DUUD\� �LQVSLUHG�E\� WKH�DSSURDFK�RI� >�@��DQG� ORRNV�XS�ZKHWKHU� WKH�DFWXDO

SURFHGXUH�LGHQWLILHU�LV�D�YDOLG�VXFFHVVRU�RI�WKH�SUHYLRXV�RQH��,I�QRW��WKHQ�DQ�HUURU�LV�GHWHFWHG����7KH

ILUVW�SURFHGXUH�DIWHU�WKH�VWDUW�RI�WKH�SURJUDP�LV�DFFHSWHG�DXWRPDWLFDOO\�

���$XWRPDWLF�GHULYDWLRQ�RI�WKH�UHIHUHQFH�LQIRUPDWLRQ

7KH�UHIHUHQFH�LQIRUPDWLRQ�LV�GHULYHG�DXWRPDWLFDOO\�XVLQJ�WKH�VWDWHFKDUW�VSHFLILFDWLRQ�RI�WKH�SURFHVV

�DFWLYH� REMHFW��� 7KH� DOORZHG� VHTXHQFHV� RI� SURFHGXUHV� DUH� JLYHQ� E\� WKH� SRVVLEOH� VHTXHQFHV� RI

WUDQVLWLRQV�LQ�WKH�VWDWHFKDUW��7R�GHULYH�WKH�UHIHUHQFH�WDEOH�RI�WKH�SURFHGXUH�FDOOV��WKH�VWDWHFKDUW�KDV�WR

EH�SURFHVVHG��LQFOXGLQJ��L��WKH�UHVROXWLRQ�RI�WKH�VWDWH�KLHUDUFK\�DQG��LL��WKH�UHVROXWLRQ�RI�FRQFXUUHQW

SURFHGXUHV��$V�DQ�LOOXVWUDWLRQ�RI�WKH�DSSURDFK��ZH�SUHVHQW�DQ�H[DPSOH�E\�DQDO\]LQJ�WKH�VWDWHFKDUW�RI
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x� 5HVROXWLRQ�RI�WKH�VWDWH�KLHUDUFK\��7UDQVLWLRQV�EHWZHHQ�EDVLF�VWDWHV��EHLQJ�DW�WKH�ORZHVW�OHYHO�RI

WKH� VWDWH� KLHUDUFK\�� DUH� NHSW� XQDOWHUHG�� ZKLOH� WUDQVLWLRQV� HPDQDWLQJ� IURP� RU� SRLQWLQJ� WR� D

FRPSRVLWH� VWDWH� DUH� UHSODFHG� E\� WUDQVLWLRQV� FRQQHFWLQJ� WKH� HPEHGGHG� EDVLF� VWDWHV� RQO\�� ,�H�� D

WUDQVLWLRQ� SRLQWLQJ� WR� D� FRPSRVLWH� VWDWH� LV� UHSODFHG� E\� D� WUDQVLWLRQ� ZKLFK� SRLQWV� WR� WKH� EDVLF

LQLWLDO�VWDWH�V��RI�WKH�HPEHGGHG�GLDJUDP�V���6LPLODUO\��LI�D�WUDQVLWLRQ�HPDQDWHV�IURP�D�FRPSRVLWH

VWDWH�WKHQ�LW�LV�UHSODFHG�E\�D�VHW�RI�WUDQVLWLRQV�HPDQDWLQJ�IURP�WKH�EDVLF�VWDWHV�RI�WKH��FRQFXUUHQW�

FRPSRVLWH�VWDWH��(�J��� WKH�WUDQVLWLRQ�RQ�SRLQWLQJ�WR�VWDWH�2Q� LQ�)LJXUH��� LV� UHSODFHG�E\�D�VHW�RI

WUDQVLWLRQV�HPDQDWLQJ�IURP�6WDQGE\�DQG�'LVFRQQ�DQG�UHDFKLQJ�ERWK�6KRZ�DQG�6QGBRQ�

x� 5HVROXWLRQ� RI� FRQFXUUHQW� WUDQVLWLRQV�� ,Q� WKH� FDVH� RI� WUDQVLWLRQV� LQ� FRQFXUUHQW� UHJLRQV� RI� D

FRPSRVLWH�VWDWH��DOO�LQWHUOHDYLQJ�VHTXHQFHV�RI�WUDQVLWLRQV�DUH�DOORZHG��(�J��WUDQVLWLRQ�W[W�RI�UHJLRQ

,PDJH� LV� LQGHSHQGHQW� IURP� WUDQVLWLRQV� PXWH� DQG� VRXQG� RI� UHJLRQ� 6RXQG�� $FFRUGLQJO\�� WKH

DOORZHG�SUHGHFHVVRU�VXFFHVVRU�SDLUV�RI�WKHVH�WUDQVLWLRQV�DUH�WKH�RULJLQDO��W[W��W[W����PXWH��VRXQG��

�VRXQG��PXWH��DQG�WKH�LQWHUOHDYLQJ�RQHV�DV��W[W��PXWH����W[W��VRXQG����PXWH��W[W��DQG��VRXQG��W[W��

7KH�UHVXOW�RI�WKHVH�VWHSV�LV�WKH�DGMDFHQF\�PDWUL[�RI�VWDWH�WUDQVLWLRQV��L�H��SURFHGXUHV��7DEOH����
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$FFRUGLQJ�WR�WKH�UHIHUHQFH�PDWUL[�DQG�DVVXPLQJ�WKH�HQFRGLQJ�RI�WKH�SURFHGXUHV�LQ�WKH�RUGHU�RI�WKHLU

DSSHDUDQFH�LQ�WKH�KHDGHU�RI�7DEOH����WKH�LPSOHPHQWDWLRQ�RI�WKH�FKHFNHU�IXQFWLRQ�DQG�WKH�ILUVW�URZ�RI
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`
LI ��ODVW� 81.12:1� 		 ��UHIHUHQFHBWDEOH>ODVW@>DFWXDO@� ^

HUURU���
`
ODVW DFWXDO�

`

LQW PXWH�� ^
SURFHGXUHBFKHFNHU����
�
 3URFHGXUH FRGH FRPHV KHUH 
�

`

7KH�IXQFWLRQ�HUURU���PD\�LQYRNH�WKH�WHUPLQDWLRQ�RI�WKH�HUURQHRXV�SURFHVV�DQG�RU�LQYRNLQJ�HUURU

UHFRYHU\�IXQFWLRQV��7KH�ILUVW�SURFHGXUH�DIWHU� WKH�VWDUW�RI� WKH�SURJUDP�LV�DFFHSWHG�DXWRPDWLFDOO\��DV

WKH�UHIHUHQFH�YDOXH��WKH�LGHQWLILHU�RI�WKH�SUHYLRXV�SURFHGXUH��LV�VHW�WR�81.12:1�

���&RQFOXVLRQ

,Q� RXU� RSLQLRQ�� RXU� DSSURDFK� RI� FKHFNLQJ� WKH� KLJKHU�OHYHO� SURJUDP� FRQWURO� IORZ� LV� D� SURSHU

FRPELQDWLRQ� RI� ORZ�FRVW�� KLJK�VSHHG� KDUGZDUH� EDVHG� FKHFNLQJ� �XVLQJ� HPEHGGHG� UHIHUHQFH

LQIRUPDWLRQ�DW� WKH�VWDWHPHQW� OHYHO��DQG�VRIWZDUH�EDVHG�VHOI�FKHFNLQJ� �XVLQJ�UHIHUHQFH� WDEOHV�EDVHG

RQ�80/�VWDWHFKDUW� VSHFLILFDWLRQ� DW� WKH�SURFHGXUH� OHYHO��� ,Q� RXU� H[SHULPHQWDO� LPSOHPHQWDWLRQ�� WKH

VWDWHFKDUWV� RI� SURFHVVHV�REMHFWV� DUH� H[WUDFWHG� IURP� WKH� GHVLJQ� GDWDEDVH� RI� WKH� 80/� &$6(� WRRO

,QQRYDWRU�>�@�DQG�D�3/�64/�SURJUDP�GHULYHV� WKH� UHIHUHQFH�PDWUL[�RI� WKH�DOORZHG�SURFHGXUH�FDOOV�

7KH� FKHFNHU� IXQFWLRQV� DQG� WKH� QHFHVVDU\� FDOOV� DUH� LQVHUWHG� LQWR� WKH� &� SURJUDP� VRXUFH� E\� WKH

PRGLILHG�YHUVLRQ�RI�WKH�6(,6�:3�SUHSURFHVVRU��6LQFH�WKH�80/�VSHFLILFDWLRQ�RI�WKH�DSSOLFDWLRQ�FDQ

GHVFULEH� DOVR� WKH� LQWHUDFWLRQ� �V\QFKURQL]DWLRQ� DQG� FRPPXQLFDWLRQ�� RI� SURFHVVHV�� WKH� UHIHUHQFH

LQIRUPDWLRQ� IRU� D� SURFHVV� OHYHO� FKHFNHU� PRGXOH� FDQ� EH� H[WUDFWHG� LQ� D� VLPLODU� ZD\�� 7KH

LPSOHPHQWDWLRQ�RI�WKLV�FKHFNHU�LV�D�WDVN�RI�RXU�IXWXUH�UHVHDUFK�

5HIHUHQFHV

�� 0$+022'� $�� 0F&/86.(<� (� -� &RQFXUUHQW HUURU GHWHFWLRQ XVLQJ ZDWFKGRJ SURFHVVRUV � $ VXUYH\� ,(((
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�� 0$-=,.� ,�� +2+/� :�� 3$7$5,&=$� $�� 6,(+� 9� 0XOWLSURFHVVRU FKHFNLQJ XVLQJ ZDWFKGRJ SURFHVVRUV�

,QWHUQDWLRQDO -RXUQDO RI &RPSXWHU 6\VWHPV � 6FLHQFH 	 (QJLQHHULQJ� �������������� 6HSWHPEHU �����

�� 0,'� ,QQRYDWRU Y���� KWWS���ZZZ�PLG�GH�H�LQQRYDWR�LQGH[�KWP� �����

�� 6,(+� 9�� +2(1,*� -� 6RIWZDUH�EDVHG FRQFXUUHQW FRQWURO IORZ FKHFNLQJ� ,QWHUQDO UHSRUW ������ )$8 (UODQJHQ�

1XUHPEHUJ� ,00',,,� 'HFHPEHU �����

��� 5DWLRQDO 6RIWZDUH HW DO� 80/ 6XPPDU\� YHUVLRQ ���� KWWS���ZZZ�UDWLRQDO�FRP� �����


