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DIA\Y/[0R Hozzaférési hiba megtalalasa

= Process Monitor hasznalata:
o Tools / Count occurrences: Result

o Tools / File Summary
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= Mi tortént pontosan?
o Ki okozta? Mikor? Miért?
o Feljegyzések készitése (képernybkép, lépések...)
o Tudjuk reprodukalni?

= Informacio begydjtése
o Hibanapldk (alkalmazas sajatja, rendszer)
o Hibakeresé eszk6zok (sysinternals, support tools...)

* Prébaljuk megérteni, mi torténik




Informacio gydjtés: Eseménynapld

e e

+ Egyéni nézetek B
& Windows-naplch Eseménynaplé (Helyi)
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| Tovébb tortént Alsbb ax 63573 naplé 8sszesitett nézete lithatd:
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Az Eseménynaplé a Windows platform kézponti naplézé komponense, amibe mind az
operacios rendszer, mind a kiilsé alkalmazasok irhatnak.

J6l kereshet6 és szlirhetd, sok féle programozasi nyelvbél elérhet6 (C++, .NET nyelvek,
szkriptek...)

Hibakeresési, diagnosztikai feladatok esetén ez az egyik elsédleges
informacidéforrasunk.



Esemény részletei

{3] Event Properties - Event 33, SideBySide [

General | Details

Activation context generation failed for “c:\program files\microsoft sdks\Windows\v7.0\Bin
\guidgen.exe”. Dependent Assembly

Microsoft.VC90.MFC, processorArchitecture="x86" publicKeyToken="1fc8b3b%al el8e3b" type="wi
n32" versicn="9.0.21022.8" could nct be found. Please use sxstrace.exe for detailed diagnosis.

+
Log Name: Application
Source: SideBySide Logged: 5/12/2009 2:28:29 PM @
Event ID: 33 Task Category: None
ever Error Keywords: Classic
User: N/A Computer: win7test
OpCode:

More Information:  Event Log Online Help

Az esemény azonositdsa a forras és az esemény azonositéja alapjan torténhet.

Egy adott eseményazonositd — eseményforras par egy bizonyos eseményt azonosit,
de ennek a szovegében lehetne valtozd részek (pl. a fenti példaban az elérési ut
mindig az adott szituacionak megfelel6en generalédik).



Eventlog Online help

= Keresés a forrds + azonositd parosra
= Gyakori hibak esetén megoldas is:

m

Event ID 7030 — Basic Service Operations

Updated: January 6, 2009 at http://technet

Event Details
Product: Win,

1 7030
Source:  Serv nager
Version: 61

Symboic
EVENT_SERVICE_NOT_INTERACTIVE
Name:

T ctive servic
Message:
allow interactive services. This service ma

Resolve
Change the interact with desktop setting

Forras: http://social.technet.microsoft.com/wiki/contents/articles/event-id-7030-
basic-service-operations.aspx



Informacio gy(jtés folytatasa

= Tovabbi naploéfajlok:
o C:\Windows\System32\LogFiles
o Alkalmazas-specifikus konyvtarak

* Keresés hibakod alapjan
o http://support.microsoft.com (KB cikkek)

o http://www.eventid.net/




MS Knowledge Base cikkek

£ In Windows Server 2003 and in Windows XP, W32Time frequently logs Event ID 50, and poor time sy - Windows Intemet Expl.. = @ 2

00~ N

Lt Favorites

4 microsoft.com/ kb8 - 4l x|le

25« N EventiD7030 —8... [ In Windows Ser. X

In Windows Server 2003 and in Windows XP, W32Time frequently logs Event
ID 50, and poor time synchronization occurs 3

7| Hotfix Download Avaiable

+) On This Page

SYMPTOMS

When the Windows Time service (W32Time) synchronizes with an external clock, the following
event may frequently appear in the System log:

Event 1D: 50
Source: W32time

Type: Warning

The time service detected a time difference of grea

r than 5000 milliseconds for 900 seconds.

The time difference might be caused by synchronization with low-accuracy time sources or by
suboptimal network conditions. The time service 1s no longer synchronzed and cannot provide
the time to other chents or update the system clock. When a valid time stamp is received from a
time service provider, the time service will correct tself.

soe o= weeco w Hibajelenség

= Megoldasok:
o Hotfix
o Workaround
o Ismert hiba

@ J.




Hibakeresés eszkozei

Ha a hibajelzésbél/naplobdl nem egyértelmd, hogy
mi a gond:
= Mi fut pontosan, mit hasznal?
o Process Explorer
* Mit csinal pontosan?
o Process Monitor
= Mit kommunikal a halézaton?
o Protokoll analizator, pl. Wireshark

* Mennyi eréforrast hasznal?

o Performance Monitor, Resource Monitor




Hibakeresés eszkozei (2)

= El6bbiek passziv eszkozok
o Néha csak ezt lehet (pl. éles szerver)

Ha be is lehet avatkozni (,,intrusive”):
* Memoria dump elmentése

o PI. sysinternals procdump

= Debugger csatlakoztatdsa
o Pl. WinDbg
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Esettanulmany 1

[ISEXPRESS: ,The data is invalid”

A kovetkez6kben néhany megtortént eseten keresztiil szemléltetjik, hogy a kordbban
felsorolt hibakeres6 eszkozokkel, némi OS-ismerettel, valamint kitartassal és
szerencsével meg lehet taldlni els6re rejtélyesnek tling hibak okat is.
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Kornyezet: IIS Express

= |IS Express: web szerver fejlesztGi valtozata

= Mérés labor 4: l l S 7

, ;s 7 internet information servi
o Példa webszerver HTTP kérésekhez ——

o Windows 7 virtualis gépben

test.meresd.local

. website_8000
= Félévkezdés el6tt: minden megy a  wwwroot
\E | applicationhost.config
@] SaJ ét gépemen, (&l open_firewall_ports.cmd
| README.txt

o végleges kornyezetben is

[ start_iis_express.cmd
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,Az el6bb még ment minden...”

= Utolso utani ellendrzés:
o Virtualis gép allapotmentésének eldobasa utan

B Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c)> 2889 Hi ft Corporation. All rights ¥

C:\Windows\system32>cd "~Program F I1IS Express"

C:\Program Files\IIS Expres

,The data is invalid.”

C:\Program Files\IIS Express>iisexpress.exe
The data is invalid. For more information about the error, run iisexpress.exe with the

tracing switch enabled (/trace:error).



Hiba részletei

= /trace:error kapcsold esetén is ugyanez

= Lathatdan konfiguracids hiba
o Még a trace bedllitasokat sem tudja feldolgozni
o Prébaljuk a beépitett fajllal

o C:\Program Files\IIS Express>iisexpress.exe /config:"c:\Program Files\IIS
Express\config\templates\PersonalWebServer\applicationhost.config" /trace:error

o Eredmény ugyanez, semmi részlet
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Hiba részletei (2)

= Kimeritd keresés az inditasi modok kozott

o iisexpress.exe-nek nem maradt tobb kapcsoldja
= appcmd.exe: parancssorifelilet

C:\Program Files\IIS Express>appcmd.exe list config

ERROR ¢ hresult:8007808d, message:Command execution failed.
T]u: data is invalid.

C:\Program Files\I1IS Expres

= \Végre van egy hlbakodunk|
o gg: 8007000d > féleg Windows Update hibak

o gg: 8007000d iis = web.config hiba, nem telepitett
modulok | nalunk ez nem lehet, hisz ez a config eddig
ment

15



lIS Ujratelepités (cheat:)

* Quick & dirty megoldas: IIS ujratelepités
o Igy m(ikodik ugyanazon a VM-en, ugyanaz a webhely

= Kozvetlen probléma megoldva,
o de nem tudjuk mi volt a gond...

© j6 lenne tudni :-)

* Hasonlitsuk 6ssze a jo és a rossz allapotot!
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Fajlok 6sszehasonlitasa

Fajlok megegyeznek:

o C:\program files\iis express; Documents\IISExpress;
C:\inetpub; .NET FW\config

foe  Sloa\IiS ER .-
* Name: ™ Se A ¢ N ™ S Date o
w01 OW> 201202071753 - %11 > 20120207 1753+
_ VepServer] D> 201202071753~ | ] AwServer] D> 20120207 1753
kcontg) OR> 201202071753~ ] feertio] OR> 20120207 1753~
Jfoutem) D> 20120207 1753~ ) jountenr) DR> 20120207 1753
Jkel D> 201202071753~ _Jidel DOR> 20120207 1753
Jide-DE] OR> 201202071753~ _Jide-OE] OIR>

o) DR 201202071753~ D>

Jtenal D> 20120207 1753~ Jjenes] o>

Jhes) DR> 201202071753~ jes] o>

S DIR> 201202071753 _JjesES] DR

om D> 20120207 1753~ 1 o>

S 20120207 1753 D>

. 4 DR

Jn o>

kel o>

] o>

bl The fies i the source and target dwectones lock identcal o>

] DR>

] o>

Jhu) o>

) (WebSae ] o>

1 o>

JhCHT] DIR> 20120207 1753~
I CNI OW> 20120207 1753
i TW] o>

Dlappomd oae ot -

swpcmd -t appcmd -

- sty - ety -

- - " -

sty " e -

. mtharen -  mtharon

© mahbon - ot -

- mthcet - et -

ot - -t -

pperi— - - -

re— - browscap -

 browscap. - 31497 2011022300284 5 beowscan. -
O /6 189k in O / 70 Mola). 0/ 24 difs)

/6 189K 07 70 tdefs). 0./ 24 dei)
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Registry 6sszehasonlitasa

= HKEY_LOCAL_MACHINE\Software alatt
megegyezik

= |IS szOvegre keresve latszolag megegyezik a jO és a
rossz VM registry tartalma

= - Nézzuk akkor mit csinal az iisexpress.exe
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Futasok osszehasonlitasa

= F3jl, registry kérések elkapasa (Process Monitor)

= Események: 3090 (jo) vs. 1818 (rossz)

as | Fixm

»

Windows \Prefetch IISEXPRESS EXE OFD)
Windows'Prefetch WISEXPRESS EXE-OFD
Virndows' Prefetch IISEXPRESS EXE-DFD
Windows\Prefetch WISEXPRESS EXE OFD

Progrem Fies
Program Fies
Program Fles
\Program Fies

Program Fles
\Program Fles\IIS Express
Program Fles IS Express
Program Fies IS Express
Program Fles IS Express
Program Fles\IS Bxpress
Program Fles IS Express \Aop Server
Program Fles IS Express oo Server
\Program Fles IS Express \AppServer
Program Fies IS Express \App Server
Prrerar Elas\NE Exmmes’ dvm Canvar

snnnonnononnnnonononoll

h -

ﬁi«wmlmwmp
d XRBE A® ©u #Ax xFixm

Time . Process Name PID  Operation

P

L

Pred et R XE-DF D)

1234 Gisexpress exe %
123 Gsepese 3275 BReadFie
1234 Guegressexe 3276 $hCoseFle
1234 . Gpisexpress e 3276 P\CreateFie
1234 Gisepress exe %

[ ISEXPRESS EXE-DFD
C\Windows'\Prefetch\ISEXPRESS EXE-DFD
C:\Windows\Prefetch \ISEXPRESS EXE-DFD

1224 Gpisepress exe %
1234 Gisexpress exe 3276 B\CreateFie

1234 Guegrsen 327 B\ SetBascifomation
124 Quisepressee 3276 BQueryFleintemalirio
123 Quepreser 3276 B\ FleSystemControl

I\ Fie SystemCortrol

1234 Gseress exe 3276 $\CoseFle

JIS Express
NIS Express

i
FRFFFEE

o0nNNnNNNoNn

1234 Gisexpress exe 3276 B\FeSystemCortrdl  C\Program Fles\lIS Express
7%

\CoseFle
1234 Ghsegressexe 3276 BCreatefie

Program Fles IS Express

C\Program Flles\IS Express
C:\Program Fies IS Exgress\corfig -

Process Monitor -

fde fda Eyent Fiter Jook Qptions Help
d ARPE AP
Teme . Process Nome PID Opention
1238 ) iseprmes e 308 © Greatorie

12 . %08

1238 Gseoresee 3908 $hReadfie
1238 Gimeorese 1508 ACosefie
1238 Guegemen 3908 CesteFie
1238 G 3308

1238 @ 3508 B Fie!

1238 Cleressere 3308 PCrestefie
123 G 308

123 W %08 o

1238 G 308 9 FieSymemCortral
1238 Csecres e 3902 A\ Cosefie
1238 Guepresmee 3508 MCesefie
1238 W %08

2. W@ %08 y

1238 G %08 y

1238 Gseoressexe 3308 PhOosefle
1238 Gsopesmen 308 BCesteFie
1238 W 08

2% W 3308

21 6 0 yRemContral
1230 Woiomevmer.oen__ 1908 5 Cocatia
Showing 3 090 of 6 426 events (48%)

Backed by c\Users\micskeiz\Desktop\unsolved\R!

Showing 1818 of 2434 events (74%)

Backed by c:\Users\micskeiz\Desktop\unsolved\Il

= Nehéz meglatni a kiilonbséget
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Futasok 6sszehasonlitasa (2)

= Futds exportalasa CSV-be
= Operation, Path, Result mez6k megtartasa

= Compare

© Loy emcakons Desktzp \nacived UISEXPRESS voses_saut cov

= 59 helyen kUI(’jribézik, Iétézélag ugyanolyan
visszatérési érték utan tér el

20



Kifogytunk az otletekbdl...

= Vissza az elejére
o Hatha ki lehet listazni a konfiguraciot
o Nézzuk meg az appcmd.exe-t még egyszer

C:\Program Files\IIS Express>appcmd.exe list module

ERROR ( message:Configuration error MODULE

Filename: C:\Program Files\IIS
Express\config\schema\FX_schema.xml

Line Number: ©

Description: Configuration file is not well-formed
XML. )

21



Nyertink: FX_schema.xml

= Mivan az FX_schema.xml-ben?

18] <DIR>  2012.02.07 17:53—

ASPNET_schema xml 38 205 2011.02.23 00:28-a— File 7£dn View: Settings 2
; 1
nd 27082 2011.02.23 00:28-a DS Wl aras@EQQ
[ 3 Xl 799716 01T 022300285~ :
1\ NetFx40_IIS_schema_update xml 3391 2011.02.23 00:28-a— -
\': rewrite_schema xml 13 841 2011.02.23 00:30-a—
| rscaext xml 8314 2011.02.23 00:28-a—
xml

|| WebDAV_schema 4 633 2011.02.23 00:28-a—

= A f3jl latszolag megvan, de csupa NUL a tartalma

= (Snapshot eldobasa kdzben sériilt meg?)

22



Esettanulmany 2

SQL Server Upgrade hiba
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SQL Server upgrade

= D:\>setup.exe SKUUPGRADE=1
]

Existing components
Components have been found on the machine. Select upgrade

options below.
J™ |

The Following components that you chose to install are already installed on the machine. To
view a report of available options and alternatives click on Details.

[V 5QL Server Database Services 9.00.1399.06

[V Reporting Services 9.00.1399.06!

Leiras: SKUUPGRADE of Reporting Services fails with could not write
rssrvpolicy.config,
http://social.technet.microsoft.com/Forums/en/sqlsetupandupgrade/thread/c75f35c
7-f00d-45df-bdba-464ca5bd011a

Vagy magyarul: SCE 2007 vs. SQL 2005 Express
http://micskeiz.wordpress.com/2007/08/27/sce-2007-vs-sql-2005-express/
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Hiba a telepités soran

OV Microsoft SQU Server 2005 Setup
Setup Progress
The selected components are beng configured

ANRNERENERERRNNNRERERERN

e |
Microsolt SQU Server 2005 Setup _

_!5 SQU Server Setup dd not have the administrator permissions required to copy a fle: C:\Program
St 4iReporting config. To continue,

verfy that the file exists, and ether grant sdmestrakor permissions to the ccount currently running
Setup or log in with an administrator

account. Then run SQU Server Setup again,

v |

C:\Program Files\Microsoft SQL Server\MSSQL.4
\Reporting Services\ReportServer\rssrvpolicy.config

25



A fajl pedig létezik...

@ C:'Program Files'\Microsoft SQL Server\MSSQL.4\Reporting Services\ReportServer
File Edt View Favorites Tools Help

QBack » () - | Ssearch [ Foders | & 3 X 9| [~

Address I ) C:\Program Files\Microsoft SQL Server\MSSQL.4\Reporting Services\ReportServer

) bin

) Pages

__JReportBuilder

) Styles

| Catalog.sal

| ") CatalogTempDB. sql

= global. asax

| = ModelGenerationRules. smgl

[Z] ReportExecution200S. asmx

Q ReportingServices.wsdl

l:l ReportService2005, asmx

l"—j ReportService, asmx

Q ReportService,soap

3 rsreportserver .config




Es van hozzd jogosultsagunk is... ??

= A Rendszergazda
felhasznalé nevében
ment a telepité

* De a hibalizenet szerint
jogosultsagi gond lehet

rssrvpolicy.config Properties

General Security |5unmuy|

€7 Authenticated Users
€71 Server Dperators (SCETEST\Server Operators)
€0 svsTEM
Add... Bemaove
Permissions for Administiators Allow Deny
Full Control =] ]
Modify =] m]
Read & Execute = [m]
Read =] m}
Wiite =] m]
Special Permissio ne [m] (m]
Fot speci issions o for settings.  Advanced I
click Advanced.
ok | | = Eop
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Process Monitor

= Par szazezer esemény kozul kikeressiik a
relevansakat:

Process Monitor - Smemdﬁmsywl:mduun D i

Event Fiter

69 RBD VAO A5 30

Sequ_ | Tme.. Process Name PID Operation Path Rest Desdl

SH0485 1307... [gfsetp exe 5§~ Sﬂfnﬂﬂdﬂm C:\Program Fles\Microsoft SDL Sever\30\Setup Bootstrap\LOG \Fies\SQLS etup0002_WS2003R2TEST_RS log SUCCESS EndOfFie: 4 456540
S50485 1307... Lofsetp exe C\Program i Bootstrap\LOG\Fies\SQLSetup0002_WS2003R2TEST RS log SUCCESS AlocationSee 44
550487 1307... Lofsetup exe SEZ WikeFie C:\Program Fies\Microsolt SDL Server\30\Setup Bootshap\LOG \Files\SOLS etup0002_WS2003R2TEST_RS kog SUCCESS Offset 4455424
550488 1307... Llsehup exe 5352 nge  C\Program SaL B 06\Fles\SOLSehup0002_WS2003R2TEST_RS Jog SUCCESS Offset 4456 424,
550483 1307.. fMenec ene 4320 QuenOpen C:\Program Fles\Microsolt SQL S S onfy SUCCESS CreationTime: 200.
S50430 1307... {GMenec exe 4320 Createfie C\Program ¥ saL i ool PATH NOT FOUND Dested Access: G.
SE0431 1307... (SMsEnec.ene 4320 CresteFie C:\Program Fi aL g PATH NOT FOUND Desred Access: G.
SE04R 1307... {5 MeEnec ene 4320 CreateFie C\Progran saL R PATH NOT FOUND Desred Access: G.
550433 1307... [§MsErec.ene 4320 CreateFie C\Progan saL PATH NOT FOUND DesredAccess G..

= Ki latja mi a hiba?©

Nem az a gondja, hogy MSSQL.4-ben |év6 cél fajlt nem tudja irni, hanem az MSSQL.2-
ben 1évé forrasfajlt nem taldlja (persze, mert nem is abban a kdnyvtarban kéne
keresnie!)



Tanulsag

= Aljas hiba volt, mert megtéveszt6 az eredeti
hibalzenet...

= Ne higgylink a hibalizeneteknek©

* Vannak eszkdzok, amivel meg lehet nézni, hogy mi
torténik a hattérben!
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Esettanulmany 3

NAME NOT FOUND
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,File not found” hiba

Eventlog

[13:26:55] Starting copy: IBML i Wil XP Profi -000001-s001.vmdk (13 MB)

[13:27:02] UFTP status: Host itec finished in 5.046 secmds with 0 NAKs

[13:27:02] Copied: IBMLaborok\teszt-image\Windows XP Professional-000001-s001.vmdk (0:07. 2 MB/s)

[13:27:02] Unicast copied IBMLaborok\teszt-image\vmware-2 log (72 kB) toitec1

[13:27:02] Source file "\\itec 1\c$itemp XP P 000001-s001.vmdk" not found, ful on host itecl
[13:27:02] Unicast copied IBML imagy XPF i nvram (8 kB) to itec1

[13:27:02] Unicast copied IBML g XP Professional vmdk (905 b)to itec1

[13:27:02] Copy finished. Check target machines

Részletes leiras: http://micskeiz.wordpress.com/2009/09/24/name-not-found-
%E2%80%93-egy-furcsa-fajl-hozzaferesi-hiba/



Az alkalmazas mikodése

= Cél: adott konyvtar szétmasolasa sok kliensre
o Tipikusan virtualis gépek (5-10 GB)

* Nagyobb fajlokat multicast copy masolja (UFTP)
egy ideiglenes konyvtarba

= Végén SMB megosztason keresztil athelyezi a
végleges helyére

32



Az alkalmazas

Z8rver
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Alkalmazas sajat napldja

2009.09.22. 11:21:14:

Category: Info, RecursiveCopyFolders, Copylmage
Title: Info i4t részl
Message: Unicast copied IBMLaborok\teszt-image\vmw A sajat reszletes

Severity: Information napléban is csak

2009.09.22. 11:21:14: ugyanaz a hiba volt
Category: Info, RecursiveCopyFolders, Copylmage
Title: Info

Message: Source file "\\itec1\cS\temp\uftp\Windows XP Professional-000001-
s001.vmdk" notfound, multicast copy was unsuccessful on host itecl.
Severity: Information

2009.09.22. 11:21:14:

Category: RecursiveCopyFolders, Copylmage

Title: TracerExit

Message: End Trace: Activity '814d6f3a-4604-475f-8ab3-7ff6154b386b' in method
'ImageDistributer.Service.ImageDistributerService.RecursiveCopyFolders' at 17877593865
ticks (elapsed time: 6,018 seconds)

Severity: Stop
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A fajl hozzaférés Process Monitorban

Date:
Thread:
Class:
Operation:
Result:
Path:

Duration:

Disposition:
Options:
Attributes:
ShareMode:
AllocationSize:

Desired Access:

Process [ stack |

A fajlt Explorerben
st megnézve pedig ott van,
File System akkor mlert ez az
CreateFile eredmény?

NAME NOT FOUND

2009.09.22. 13:27:02

\\itec1\c$\temp\uftp\Windows XP Professional-000001-s001.vmdk
0.0005817

Read Attributes
Open

Open Reparse Point
n/a

Read, Write, Delete
n/a
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NTFS szint(i napldzas beallitasa (SA

J. Advanced Security Settings for temp ﬂ

Auditing

Barki, barmit
csinal az adott
konyvtarban

To view or edit detais for an auditing entry, select the

Object name: C:\temp

Auditing entries:
Type Name Access Inherited From Apply To
Al Everyone Full control <not inherited> This folder, subfolder...

V| Indude inheritable auditing entries from this object’s parent
Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?
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Bejegyzés a biztonsagi napldban

A handle to an object was requested.

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Object:
Object Server:
Object Type:
Object Name:
Handle ID:

Process Information:

ImageDistributer
FTSLAB
0x3d0227

Security
File X
C\temp\uftp\a.vmdk MEIVIk

gLz folyamat

Process ID: 0xd
Process Name: Milyen
Access Request Information: tl'pUSL]
Transaction ID: PEE it
Accesses: DELETE hozzaférés
ReadAttributes
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Fajl hozzaférések sorrendje

Folyamat (PID)
System (4)
System (4)
System (4)
System (4)
System (4)
uftpd.exe (0xbf0)
uftpd.exe (0xbf0)
uftpd.exe (0xbf0)

Felhaszndlo
ImageDistributer
ImageDistributer
ImageDistributer
ImageDistributer
ImageDistributer
SYSTEM
SYSTEM
SYSTEM

Megoldas:

= Az uftd.exe még irni akarta és fogta a fjlt az
ImageDistributer hozzaférése el6tt

Leiré
0x1220
0x1220
0x1220
0x1220
0x1220
0x10c¢
0x10c¢
0x10c

Hozzaférési maszk
DELETE, ReadAttributes
ReadAttributes

DELETE

WriteData, AppendData...

WriteData, AppendData

Széveg

A handle to an object was requested.

An attempt was made to access an object.
An attempt was made to access an object.
An object was deleted.

The handle to an object was closed.

A handle to an object was requested.

An attempt was made to access an object.
The handle to an object was closed.
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Tanulsag

= Tudnikell, hogy intézi az OS az I/O kéréseket

* |smerni kell az OS részletes napldzasi lehetdségeit
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Ha nagy baj van
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A problem has been detected and windows has been shut down to prevent damage

to your computer.
The problem seems to be caused by the following file: s N. SYS
PAGE_FAULT_IN_NONPAGED_AREA
If this is the first time you've seen this op error screen,
restart your computer. If this screen appears again, follow
stef

¢ to make sure any new hardware or software is properly installed.

If this is a new installation, ask your hardware or software manufacturer

for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware

or software. Disable BIOS memory options such as caching or shadowing.
If you need to us afe mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

hnical information:

0000050 (OxFD3094C2, 0x00000001, OXFBFE7617, 0x00000000)

Address FBFE7617 base at FBFES5000, DatesStamp 3dé6ddé7c¢

Ez a klasszikus BSOD képernyd
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Your PC ran into a problem that it couldn't handle,
and now it needs to restart.

Ez a Windows 8-ban bevezetett Uj BSOD képernys
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Blue Screen of Death (BSOD)

Becsuletes neve: STOP error, bug check

o Azonositas: STOP error code

Ha nem lat mar mas kiutat a rendszer
o Nagyobb baj elkerilése

Nem rossz dolog, ne a hirnokoét gy(iloljuk©

KeBugCheckEx fuggvény (Bugcheck.h)

Bug Check Codes, http://msdn.microsoft.com/en-us/library/hh994433.aspx
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Példa bug check (MSDN)

Bug Check 0xA: IRQL NOT _LESS OR EQUAL

The R a value of O Windows or 3 kernel-mode driver accessed paged memory at DISPATCH_LEVEL or above.
ived a ST
code. the © Ject itsell from data loss. & hardware device. its driver, of related software might have caused this error. I your copy of Windows
of your com Fately from your computer, Microsoft provides support. To find contact information for Micrasoft or your computer manufacturer,

¥ you have experience with computers and want to try 1o recover from this error, follow the steps provided in the Microsoft artide How to Fix BlueScree
The following actions might prevent an error ike this from happening again

1. Download and install updates and device drivers for your computer from Windows Update.

2. Scan your computer for computer wruses.

3. Check your hard disk for errors.

IRQL_NOT_LESS_OR_EQUAL Parameters

e e st st e e b e Paraméterek
Parameter Description “Sta'ja {Segl’t a

hibat értelmezni)
2 RQL #t time of reference
3 0 Read
1 Write
] address whech referenced memory
Javasolt
Cause

megolddsok

This bug check is issued f paged memory (of invalid memory) is accessed when the IRQL is 160 high

The error that generates this bug check usually occurs after the installation of & faully device driver, system servce, or BIOS.

Forras: http://msdn.microsoft.com/en-us/library/ff560129(v=VS.85).aspx



Crash dump

* Memoria részlet és CPU allapot elmentése
= Lapozofajlbairja kiideiglenesen

System start-up

sy, £ Default operating system:
= Fajtai: s -
[] Time to display list of operating systems: 30 |5 seconds
0O Sma” memory dump [ Time to display recovery options when nesded: 30 - seconds
o Kernel memory dump ——
[#] Write an event to the system log
o Complete memory dump ) tomatcaly et
Write debugging information
o Automatic memory dump Atshcnemry e .

(none)
Small memory dump (128 KB)
Kernel memory dump
Complete memory dump

MSDN. Crash Dump Files, http://msdn.microsoft.com/en-us/library/ff539316.aspx

Ask the Core Team. ,,Windows 8 and Windows Server 2012: Automatic Memory
Dump”,

http://blogs.technet.com/b/askcore/archive/2012/09/12/windows-8-and-windows-
server-2012-automatic-memory-dump.aspx



Crash dump elemzése

= Microsoft Error Reporting & e P

faulty.exe has stopped working

o MS szerverének elkuldi

Windows is checking for a solution to the problem...

o Elemzés, dsszehasonlitas

o Visszajelzés, esetleg megoldas

= NirSoft (Nir Sofer): BlueScreenView
o http://www.nirsoft.net T —
o Meghajtok, hibakddok

70 Crashes, | Seectnd TS P . Mg i st




Crash dump elemzése (halado)

= Sajat magunk:
o WinDbg
o lanalyze -v parancs
o Hibazé modul azonositasa

How to read the small memory dump files that Windows creates for debugging,
http://support.microsoft.com/kb/315263/en-us
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p]d\Y/[6N Blue Screen of Death (BSOD)

= Hibajelentés klildése (Error reporting)

* Memory dump készitése

= Minidump elemzése WinDgb-ben




Specialis modu inditas (pre Windows 8)

= F8 a Windows logé el6tt

Hindows
Please

Safe Mode

Safe Mode
Safe Mode

Advanced Options Menu
select an option:

with Networking
with Command Prompt
Enable Boot Logging

Enable UGA Mode

Last Enown Good Configuration
Directory Services Restore Mode
Debugging Mode
Disable automatic restart
Start
Reboot
Return

Hindows Normally
to 0S Choices Menu

Use

to move

the up and down arrow ke

(your most

the

recent

(Hindows domain controllers only)

on system failure

highlight

settings that worked)

to your choice.

A description of the Safe Mode Boot options in Windows XP
http://support.microsoft.com/default.aspx?scid=kb;en-us;315222



Specialis modu inditasi opciok
= Safe mode (Csokkentett mod)

o csak a beépitett meghajtok indulnak el
o csak a legsziikségesebb szolgaltatasok

= Safe mode with Networking
o haldzat is van

= |ast Known Good Configuration
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Specialis modu inditas (post Windows 8)

= Attervezték a fellletet és az inditds menetét
= (Tul gyorsan indulnaka modern gépek:)

®© Advanced options

B6vebben lasd:

Building Windows 8 blog, Reengineering the Windows boot experience, URL:
http://blogs.msdn.com/b/b8/archive/2011/09/20/reengineering-the-windows-

boot-experience.aspx

BSvebben lasd: Building Windows 8 blog, Designing for PCs that boot faster than
ever before, URL: http://blogs.msdn.com/b/b8/archive/2012/05/22/designing-for-
pcs-that-boot-faster-than-ever-before.aspx
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http://blogs.msdn.com/b/b8/archive/2011/09/20/reengineering-the-windows-boot-experience.aspx
http://blogs.msdn.com/b/b8/archive/2012/05/22/designing-for-pcs-that-boot-faster-than-ever-before.aspx

Boot Configuration Database

¥ Administrator: Command Prompt =S
-

:\Windows\system32>hcdedit
Boot Manager

{bhootmgr>

partition=C:

Windows Boot Manager

en-US

{globalsettings>

{current>
{4eebbale-7e?4-11db-aBd2-ea49?72?7h933a>
{current)

{mendiag>

30

{current)>

partition=

\Windows em32\winload.exe

Microsoft ndows Uista

en-US

{bootloade ttings>

partition=

\Windows

resumeohject 64e7b6a3e—7e74—11db—a8d2—ea1972?b933a)

ptin

= GUI eszkdz: msconfig.exe m

Forras: Mark Russinovich: Inside the Windows Vista kernel: Part 2, Technet Magazine

,Windows Vista has enhanced several aspects of startup and shutdown. Startup has improved with the introduction of the Boot
Configuration Database (BCD) for storing system and OS startup configuration, a new flow and organization of system startup
processes, new logon architecture, and support for delayed-autostart services. Windows Vista shutdown changes include pre-
shutdown notification for Windows services, Windows services shutdown ordering, and a significant change to the way the OS
manages power state transitions.

One of the most visible changes to the startup process is the absence of Boot.ini from the root of the system volume. That's
because the boot configuration, which on previous versions of Windows was stored in the Boot.ini text file, is now stored in the
BCD. One of the reasons Windows Vista uses the BCD is that it unifies the two current boot architectures supported by
Windows: Master Boot Record (MBR) and Extensible Firmware Interface (EFI). MBR is generally used by x86 and x64 desktop
systems, while EFl is used by Itanium-based systems (though desktop PCs are likely to ship with EFI support in the near future).
The BCD abstracts the firmware and has other advantages over Boot.ini, like its support for Unicode strings and alternate pre-
boot executables.

The BCD is actually stored on disk in a registry hive that loads into the Windows registry for access via registry APIs. On PCs,
Windows stores it in \Boot\Bcd on the system volume. On EFl systems, it's on the EFl system partition. When the hive is loaded,
it appears under HKLM\Bcd00000000, but its internal format is undocumented so editing it requires the use of a tool like
%SystemRoot%\System32\Bcdedit.exe. Interfaces for manipulating the BCD are also made available for scripts and custom
editors through Windows Management Instrumentation (WMI) and you can use the Windows System Configuration Utility
(%SystemRoot%\System32\Msconfig.exe) to edit or add basic parameters, like kernel debugging options.

The BCD divides platform-wide boot settings, like the default OS selection and the boot menu timeout, from OS-specific settings
such as OS boot options and the path to the OS boot loader. For example, Figure 3 shows that when you run Bcdedit with no
command-line options, it displays platform settings in the Windows Boot Manager section at the top of the output, followed by
0S-specific settings in the Windows Boot Loader section.

When you boot a Windows Vista installation, this new scheme divides the tasks that were handled by the operating system
loader (Ntldr) on previous versions of Windows into two different executables: \BootMgr and
%SystemRoot%\System32\Winload.exe. Bootmgr reads the BCD and displays the OS boot menu, while Winload.exe handles
operating-system loading. If you're performing a clean boot, Winload.exe loads boot-start device drivers and core operating
system files, including Ntoskrnl.exe, and transfers control to the operating system; if the system is resuming from hibernation,
then it executes %SystemRoot%\System32\Winresume.exe to load the hibernation data into memory and resume the OS.
Bootmgr also includes support for additional pre-boot executables. Windows Vista comes with the Windows Memory
Diagnostic (\Boot\Memtest.exe) pre-configured as an option for checking the health of RAM, but third parties can add their
own pre-boot executables as options that will display in Bootmgr's boot menu.”



Esettanulmany 4

csrss BSOD
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Esettanulmany: csrss BSOD

= Megtortént eseményeken alapul

= Hibajelenség:
o Laborgép folyamatosan ujraindul

o Néha a bejelentkezésig még eljut

Részletes leiras: 0xC000021A: csrss kék halal a laborban,
http://micskeiz.wordpress.com/2009/05/21/0xc000021a-csrss-kek-halal-a-laborban/
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http://micskeiz.spaces.live.com/blog/cns!47844AC30517081E!570.entry

Els6 lépések

= Automatikus Ujrainditas kikapcsolasa

System failure

- emog
| Automatically restart

Write debugging information

= STOP hibakdd igy kiderdil:
o CO00021A, {e2a5ee98, c0000005, 7¢9106¢3, 69ec24}

o MSDN dokumentacié: Bug Checks
* OxCOO0021A: STATUS_SYSTEM_PROCESS_TERMINATED
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Crash dump megnézése

* Minidump készult automatikusan
o C:\Windows\Minidump

ERROR_CODE: (NTSTATUS) 0xc000021a - {Fatal System Error} The Xhs system proces
[EXCEPTION_CODE: (NTSTATUS) 0Oxc000021a - {Fatal System Error} The *hs system pr
[EXCEPTION_PARAMETER1: e2bScfb8
EXCEPTION_PARAMETER2: c0000005 Csrss.exe

[EXCEPTION_PARAMETER3 7c9106c3
halt meg

[EXCEPTION_PARAMETER4 : cB8ec2d

IADDITIONAL_DEBUG_TEXT Windows SubSystem
[BUGCHECK_STR 0xc000021a_csrss.exe_c0000005
ICUSTOMER_CRASH_COUNT : 3

DEFAULT_BUCKET_ID DRIVER_FAULT
IPROCESS_NAME csrss exe
[LAST_CONTROL_TRANSFER from 805cSeee to 804£9f0d

STACI;ETEXT . , A
SHEE F Tk ks T WO o lstjuk, hogy
ba2l7cd4 8061330b <c000021a 00000004 00000001 nt!ExpRaiseHardError+0xSa

iba217d44 805413fc c000021a 00000004 00000001 nt!NtRaiseHardError+0xléb ml Vezetett a
(ba217d44 7c90eb94 c000021a 00000004 00000001 nt!KiFastCallEntry+Oxfc

VARNING: Frame IP mot in any known module Following frames may be wrong L . s 2
00cBeadd 7c90e273 75b432b7 c000021a 00000004 Ox7c30ebId

D0cBeaec 7Sbidaea 00cBebl4 75bd68b1 00cBeblc 0x7cI0e273 hlbahOZ. Mlert'
00cBeafd 00cBebld 75bd68b1 D0cBeblc 00000001 0x7Shddasa

00cBeaf4 75bd68bl 00cBeblc 00000001 ebic Oxcéebld

00cBebl4 00cBec24 00cBebd0 7c9037bf ec08 0x75bd68bl
00cBec08 00000000 00000000 7c9106c3 00000002 OxcBec2d

Mert ez minidump, csak a kernel legfontosabb adatstrukturdi vannak benne. De nincs
benne felhasznaldi médu memdriateriilet, igy a felhasznaléi mdédu veremtartalom
sem.



Complete memory dump kivalasztasa

* Az adott gépen nem lehetett teljes memoria
dumpot valasztani

=777

* Windows XP SP2, 32 bit, 4GB RAM

o KB274598 Complete memory dumps are not available
on computers that have 2 or more gigabytes of RAM

= Boot.ini: /MaxMem=2000 segitségével a
memoaria korlatozasa
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Complete memory dump analizise 1.

EXCEPTION_RECORD: ©069ec08 -- (.exr 0x69ec@8)

ExceptionAddress: 7c¢9106c3
(ntdll!Rtl1AllocateHeap+Qx000001da)

ExceptionCode: c@000005 violation)
ExceptionFlags: 00000000 - .
NumberParameters: 2 A e G
Parameter[0]: 00000001
Parameter[1]: 75e9193e
Attempt to write to address 75e9193e

utasitas
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Complete memory dump analizise 1.

STACK_TEXT:

rror+0xc
dExceptionFilter+0xb3
stThread+0x4d4
- peenandler3+0x61
0 ntdll!ExecuteHandler2+0x26
0069ebfe 7, PO0000 0069ec24 8069ec@8 ntdll!ExecuteHandler+8x24
0069ebf0 00000000 0069ec24 8B69ecB8 ntdll!KiUserExceptionDispatcher+@xe
0069119 137 00160000 00000000 00PPPOIc ntdll!RtlAllocateHeap+0xlda
9221 75e92f38 00000O5b 75e9c578

sxs!(SxsPointerBase<CXMLNamespaceManager: :CNamespacePrefix,(SxsPointer<CXMLNamespaceManager: : CNamespacePrefix
,CXMLNamespaceManager: :CNamespacePrefix: :ms_szTypeName> >::HrAllocateBase+8x59

0069f3dc 75e938d2 00188e10 sxs ! CXMLN Manager: :OnCreateNode+0x12e

0069440 75e9435f 00176fd8 00188e10 000ROOOO sxs!CNodeFactory::CreateNode+0@xa3

0069f4c8 75e98baa 00188210 00000005 0018848 sxs!XMLParser::Run+@x2fc

0069834 75e99a0f 0018848 0016af78 001884e8 sxs!SxspIncorporateAssembly+0x8b8

0069880 75e998cd 001884e8 00OOOLOO 0069fded sxs!SxsplloseManifestGraph+9x98

0069fdlc 75b5a5ed 0069fd7c 0069fe38 BO69ff94 sxs!SxsGenerateActivationContext+@x54c

0069fdbc 75b5a90d ©00RRRSe VPORO6e8 0169fded basesrv!BaseSrvSxsCreateActivationContextFromStruct+0x194
0069fe80 75b54e96 0000110 BROOR6e8 BB69feec basesrv!BaseSrvSxsCreateProcess+0x160

0069fedd 75b44a47 000006e8 BO69ffd8 00OOOOBS basesrv!BaseSrv(reateProcess+Oxeb

0069fff4 CSRSRV!CsrApiRequestThread+0x431
-"-@




SxS — Side by Side assemblies

= Rendszer DLL-ekbdl klilonb6z6 verziok tarolasa
o About Isolated Applications and Side-by-side Assemblies

= Activation Context Creation flow
o CreateProcess/CreateActCtx s called.
o CreateProcess/CreateActCtx sends the message to CSRSS
o CSRSS receives the message, creates the activation context

o Once the activation context is created, CSRSS returns
o CreateProcess/CreateActCtx proceeds.

o The getaway from the flow above is: most work is done in
CSRSS.exe.

MSDN. ,About Isolated Applications and Side-by-side Assemblies”, URL:
http://msdn.microsoft.com/en-us/library/aa374029%28v=vs.85%29.aspx

Junfeng Zhang's Windows Programming Notes. , Activation Context Creation flow”,
12 Jun 2007. URL: http://blogs.msdn.com/b/junfeng/archive/2007/06/12/activation-
context-creation-flow.aspx

60



Nyomon vagyunk

* Nem okozhat az SxS ujrainduldst?
* support.microsoft.com oldalon keresés:

* The computer may restart when you add a
manifest that has the Windows Vista extension to
an .exe file or to a .dll file in Windows XP Service
Pack 2 (SP2) (KB 921337)

o sxs.dll verzié a gépeken: 5.1.2600.2180 (SP2-es)
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Megoldas

KB 921337 hotfix telepitése csokkentett mddban
o Ez frissiti az sxs.dlI-t

Ujrainditas...

Reménykedés...
Nincs BSOD...
Orulink®©
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Osszefoglalds

Meg lehet oldani az 6sszetett hibakat is

= Mi kell hozza:
o Operaciods rendszer ismerete
o Debugger
o Google, KB cikkek, dokumentacio
o Kitartas & gyakorlas

= Virtudlis labor: Windows hibakeresés
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Tovabbi esettanulmanyok

= Mark Russinovich: Case of the Unexplained

Presentations, webcasts
http://technet.microsoft.com/en-us/sysinternals/bb963887.aspx

http://technet.microsoft.com/en-us/sysinternals/bb963887.aspx
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