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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

1. feladat: Ethernet és TCP/IP beallitasok megismerése

A feladat célja: Ethernet halozati interfészek alapveté TCP/IP beallitasainak megismerése az ipconfig
¢s a route print program segitségével.

1.1. A szamitogép (PC) haldzati interfészei és beallitasai

Allapitsa meg, hogy milyen haldzati interfészei vannak a mérés soran hasznalt szamitogépnek, majd
hatdrozza meg az egyes interfészek haldzati beallitasait!

Adja ki a Windows Command Prompt ablakban az ipconfig majd az ipconfig /all parancsot, és
masolja be a kapott képernydabrat a jegyzokonyvbe!

Tanacsok:

A cd \ paranccsal valtson at a gyokérkonyvtarba, hogy a folosleges konyvtari Gtvonal ne
zavarjon!

A command ablak cstuszkdjaval és a command ablak magassagaval allitsa be ugy az ablakot, hogy
csak a kivant szovegrész latszodjek, és ALT+Pint Screen-nel masolja ki az ablak tartalmat, majd
illessze be a jegyz6konyv megfeleld helyére CTRL+V-vel!

Egy masik, nehézkesebb és kevésbé latvanyos megoldas, de hosszu szovegeknél sziikség lehet ra:
masolja ki a command ablakbol a vonatkoz6 szoveget, ¢s formdzza olvashatora a
jegyzOkonyvben! (Ehhez a command ablak jobb egérgombos felugréo meniijében valassza ki a
Megjelolés (Mark) funkcidt, jelolje ki az ablak tartalmdnak atmasolandd részét, és Enterrel
masolja be a vagolapra a kijeldlt részt, majd a CTRL+V-vel mésolja be a jegyzokdnyvbe a
megfeleld helyre! Ne feledkezzen meg a formazasrol!)

ipconfig

o C\WINDOWS \system32\cmd.exe

C:s>ipconfig

Windows IP Configuration

Ethernet adapter UMuware Hetwork Adapter UMnetB:

Ethernet adapter UMuare Network Adapter UMnetl:

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
IP Address. . . . . . . . - . . . = 192.168.2392.1
Subnet Mask H .255.255.8
Default Gateway H

Connection—specific DNS Suffix . =
IP Address. . . . . . . . - . . . = -168.135.1
Subnet Mask H .255.255.8
Default Gateway H

Connection—specific DNS Suffix . = mit.bme.hu

IP Address. . - - . - - & - & . . = L T
Subnet Maszk H -255 255192
Default Gateway H .66 .254_254

ipconfig /all
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WINDOWS\system32\cmd.exe 10l =l

C:s>ipconfig ~all
Windows IP Configuration

Host Wame . . . . . . . . - e alabS2B8
Primary Dns Suffix . . . - e .

Mode Type . . . . . . . . - e . Hybrid

IF Routing Enahled. . . . - e . Mo

WINS Proxy Enabled. . . . - e . o

DHE Suffix Search List. . mit.bme.hu
Ethernet adapter UMware Hetwork Adapter UMnetB:

Connection—specific DME Suffix
Description . . . . . . - e .
Physical Address

UMware Uirtuwal Ethernet Adapter for UMnet8
BB-58-56—-CH—B0-B8

o
192.168.239.1
255.255.255.8

Dhcp Enabled.
IF Addre=ss.
Subnet Mask . .
Default Gateway

Ethernet adapter UMware Hetwork Adapter UMnetl:

Connection—specific DNS Suffix
Description . C e e e - . UMware Uirtuwal Ethernet Adapter for UMnetl

A8-58-56-CH-BA-B1

o
192.168.135.1
255.255.255.8

IP Address.
Subnet Mask .
Default Gateway .

Dhep Enabled. A SN

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . mit.bme.hu

Description . . . . . . - . . . . Intel{R> PRO-188 UE Metwork Connection

Physical Address. . . . . - e . Bi—-16—76-6A—-70—48

Dhcp Enabled. . . . . . . - e . Yes

Autoconf iguration Enabled - e . Yes

IP Address. . - - . . . . - e 152.66.254_175

Subnet Mask . . - e - e 255 .255.255.192

Default Gateway - e - - e - 152 _66.254_254

DHCP Server . . P P 152 66 .254_193

DHE Servers . . - e - e 152.66.115%.1
152.66.254.173

Primary WINS Server . . - e . 152.66.252.1

Leaze Obtained. . . . . - e 2811. februar 14. 8:31:89

Lease Expires . . . . . - e . 2811. februar 15. 8:31:A9

Elemezze és hasonlitsa 0ssze az ipconfig és az ipconfig/all parancsra kapott valaszokat, és ezek
alapjan toltse ki az alabbi tablazatot! (A tunnel adapterekkel ne foglalkozzon, azok az IPv6-os funkciok
IPv4-es kdrnyezetben vald hasznalatat tdimogatjak. A mérésen nem hasznaljuk dket.)

Halozati interfészek beallitdsai:

Ethernet adapter Ethernet adapter Ethernet adapter
Név VMware Network VMware Network Local Adapter
Adapter VMnet8 Adapter VMnetl Connection
IP cim 192.168.239.1 192.168.135.1 152.66.254.195
Alhélozati maszk 255.255.255.0 255.255.255.0 255.255.255.192
Alapértelmezett atjaré | nincs nincs 152.66.254.254
DHCP engedélyezve nem nem igen
DNS szerverek nincs nincs 152.66.254.193
Kapcsolatspecifikus nincs nincs mit.bme.hu
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DNS utotag

Nézze meg az ipconfig parancs egyéb paramétereit is az ipconfig /? segitségével!
(Pl. a /£1ushdns-re sziikség lesz a tovabbi mérésekben.)

ipconfig /?

C:s>ipconfig ~7

USAGE:
ipconfig [#? | ~all | ~renew [adapter] | ~srelease [adapterl |
AFlushdns | Adisplaydns | Aregisterdns |
Ashowuclassid adapter |
s/setclassid adapter [classidl 1

Connection name
(wildcard characters * and ? allowed, see examplesl

Options:
27 Display thiz help message
sall Display full configuration information.
srelease Release the IP address for the specified adapter.
APEneu Renew the IP address for the specified adapter.
#Flushdns Purges the DNS Resolver cache.
sregisterdns Refreshes all DHCP leases and re—registers DNS names
sdisplaydns Display the contents of the DNS Resolver Cache.
sshowclassid Displays all the dhcp class IDs allowed for adapter.
ssetclassid Modifies the dhep class id.

The default is to display only the IP address,. subnet mask and
default gateway for each adapter bound to TCP-IP.

For Release and Renew. if no adapter name is specified,. then the IP address
leases for all adapters hound to TCP/IP will be released or renewed.

For Setclassid, if no ClassId is specified,. then the ClassId is removed.

Examples :
> ipconfig Show information.

ipconfig ~all Show detailed information

ipconfig Arenew renew all adapters

ipconfig /renew EL* renew any connection that has its
name starting with EL

ipconfig /release =Con rélease all matching connections.
eg. "Local Area Connection 1" op

"Local Area Connection 2"
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1.2. IP cimtartomanyok

Mi a laborban hasznélhat6 IP cimek tartomanya?

IP cimtartomany: 152.66.254.192 — 152.66.254.255

1.3. Default gateway, subnet broadcast IP cim és a DHCP szerver cime

Mi az alapértelmezett atjard (default gateway), a subnet broadcast IP cim és a DHCP szerver cime?

IP-cim

Alapértelmezett atjaro: 152.66.254.254

Subnet broadcast: 152.66.254.255

DHCP szerver: 152.66.254.193

1.4. DNS szerver

Mely DNS szervereket hasznalja a gép? Mire kellenek ezek? (IP-cim, definicio)

152.66.115.1(nic.bme.hu)
152.66.254.193(kuka.mit.bme.hu)

Miért sziikséges tobb DNS szervert megadni?

Load balance, illetve esetleges elsddleges és masodlagos szerverek.

Miért nem domain neviikkel adtuk meg a DNS szervereket?

Mert a DNS a névfeloldast szolgélja, azaz ahhoz, hogy eldszor ,.kérdezni tudjunk™ a szervertdl
tudnunk kell az ip cimét.
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1.5. Internet utvonalak

Futtassa le a route print parancsot!
(A valasznak csak az ,,IPv4 Route Table” részével foglakozzanak.)

route print

WINDOWS\system32\cmd.exe

C:s>route pr

. M§& TCP Loopbhack interface
. UMuware Uirtual Ethernet Adapter for UMnet8
UMuare Uirtuwual Ethernet Adapter for UMnetl
Intel(R> PRO-188 UE Wetwork Connection

A8 58 56 cH B8 a8
8@ 58 56 cA 88 A1 .
...88 16 76 6a 78 48

127.04.8.8
152.66.254.192
152.66.254.195
152.66.255.255
192.168.135.8
192.168.135.1
192.168.135.255
192.168.239.8
192.168.239.1
192 .168.239.

255.255.255.
255.255.255.
255.255.255.

Netmask
A.8.a.a
255.8.8.8
255.255.255.192
255,255,255 265
255,255,255, 255
255.255.255.8
256,255 255 255
255.255. 255,255
255.255.255.8
255 _255 255 2G5
255 _255_255.

255 255 255
355255255
355255255

Gateway

152 66 _254_254
127.8.8.1

152 .66.254.195%
127.8.8.1

152 .66.254.195
192.168.135.1
127.8.8.1
192.168.135.1
192.168.232.1
127 . 8.8.1

192 168 .239.1
1%2.66.254.195
192.168.135.1
192.168.237.1
152 .66.254.195
192.168.135.1
192.168.2372.1

Interface
152 .66 _254_195%
127.8.8.1
152.66.254.195%
127.8.8.1
152.66.254.195%
192.168.135.
127.8.8.
192.168.135.
192.168.239.
127.8.8.
192 _168_239.

bk ok ok

192.168.135.1
192.168.239.1
152.66.254.195
192.168.135.1
192.168.239.1

Metric

Magyarazza meg a program kimenetét!'

A kimenet elso részében egy interface-listat lathatunk, mely eszk6zok altal felépitett routing tablak
részleteit lathatjuk a kimenet masodik részében.

A masodik részben lathaté routing tablanak 5 oszlopa van. Network Destination: cél ip cim.
Netmask: alhdlozati maszk, mellyel a célhalozat azonositdjat hatarozhatjuk meg. Gateway: az adott
célcimre iranyul6 csomagok kovetkezd csomopontja. Interface: meghatarozza, melyik interface-en
kell tovébbitani az adott csomagot. Metric: jelzi a kivalasztott it kdltségét.

Hogyan hasznalja fel ezt az informéaciot a szamitogép TCP/IP protokoll-stackje?

A tablazat segitségével kivalasztja a kovetkezd hop-ot. A haldzati maszk alapjan a legnagyobb
egyez6t valasztja onnantol pedig a legkisebb metrikajut.

Mik a kimenetben megjelené 0.0.0.0 és 127.0.0.0 IP cimekhez tartozo bejegyzések, €s
mikor/mire hasznaljak azokat?

0.0.0.0: Ezabejegyzés minden csomagra illeszkedik, vagyis az Internet-re kiildiink mindent a
Default Gatway-en keresztiil, amirél nem rendelkeziink a tovabbi sorokban specialisan.

127.0.0.0: Ez a bejegyzés a loopback interfészhez tartozik, amelyen keresztiil a gépen futo

' A Windowsban hasznalt Gitvonalvélasztasrol itt talalhat lefrast: TCP/IP Fundamentals for Microsoft Windows, Chapter 5 IP
Routing, http://technet.microsoft.com/en-us/library/bb727001.aspx#EEAA
6/39
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folyamatok képesek egyméssal TCP/IP-t hasznalva kommunikélni.

Mik a 224.0.0.0 IP cimekhez tartoz6 bejegyzések?

224.0.0.0: IP multicast szabaly (MULTICAST Address 224.0.0.0 - 239.255.255.255), a fizikai
Ethernet interfészre ki kell kiildeni az 6sszes a felsébb rétegekbdl beérkezo IP multicast-et.
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2. feladat: Ethernet cimek és osszerendelésuk IP cimekkel

A feladat célja: Ethernet cimek és IP cimek 0sszerendelésének megértése a ping program segitségével.

A ping egy olyan haldzati tesztprogram, amely a paramétereként megadott IP cimii vagy domain nevii
gépnek egy ICMP Echo Request lizenetet kiild (alapbedllitisban négyszer), amelyre a célallomas egy
ICMP Echo Reply lizenettel valaszol (ha a telepitett tlizfal nem tiltja).

A mérés soran felhasznaljuk az ARP-t (Address Resolution Protocol), amely az IP cimekhez Ethernet
cimet rendel. Az ARP implementaciok a kérések szdmanak minimalizalasara cache-ben taroljak az
adatokat (pl. a Windows XP 10 percig tartja meg a bejegyzéseket). Az ARP cache tartalmat az arp -a
paranccsal lehet megnézni, az arp -d * paranccsal pedig tordlni. (Nézze meg az arp parancs egyéb
paraméterezését is (arp /? segitségével)! A torléshez rendszergazdai jogosultsagra van sziikség. Ilyet
emelt jogosultsagu (elevated) command ablak hasznélataval tud szerezni. Ehhez linket az asztalon talal.

Szintén hasznalni fogjuk a DNS-t (Domain Name System), amely a domain nevekhez IP cimeket rendel
(errdl a protokollrdl késdbb még sz6 lesz). A Windows a DNS kérések szadmanak minimalizalasara
fenntart egy DNS cache-t, alapértelmezésben 24 oras tarolasi idével. Az ipconfig /displaydns
kiirja a DNS cache tartalméat, az ipconfig /flushdns pedig torli.

A feladat soran Ot célallomast kell a ping parancs segitségével megszoélitania, régziteni mind az ot
alkalommal a teljes forgalmat Wireshark programmal, majd a halézati forgalom elemzésével valaszolni a
feltett kérdésekre.

A vizsgaland6 gépek, domain nevek:
1. alapértelmezett atjar6 (default gateway),
a labor DHCP szervere,
az alaplabor szervere (alaplab.mit.bme.hu),
egy nem létezd, fantom.mit.bme.hu domain nevii gép,
a subnet broadcast cim.

e

A mérések elétt minden esetben tordlje ki az ARP és DNS cache-t, hogy a protokoll teljes miikodését
meg tudja figyelni! A feladathoz készitsen egy batch file-t! A batch fajl egy egyszerli, bat vagy cmd
kiterjesztésli szoveges fajl, amelyben minden sorban egy-egy végrehajtandd parancs van. A batch fajlnak
atadott paraméterekre a $1, $2 stb. valtozokkal lehet hivatkozni.

A mérés menete:

* Készitsen egy batch fajlt, amely torli az ARP és DNS cache-t, és egyuttal kiadja a ping
parancsot! A batch f3jlt NE ping-nek nevezze el. Gondolja végig, hogy ez miért lenne rossz otlet.

* Inditsa el a fizikai gépen Wiresharkban a forgalomrogzitést! Azt a héalozati interface-t figyelje,
amelynek IP-cime a virtualis gép alhaldzatanak cimtartomanyaba esik. (A virtualis gép IP
beallitasai latszanak az asztala hattérképén, a Wiresharkban a halézati interfészek cime olvashatd
az interface kivalasztasakor. Az interface cimére kattintva valthat az IPv6-os és IPv4-es cimek
kozott.)

* A batch fajl segitségével ping-elje meg a megfeleld gépet/nevet!

« Allitsa le a forgalomrogzitést!

* Masolja be a jegyzOkonyvbe a cmd ablakot!

» Készitsen/alkalmazzon display filtert a Wiresharkhoz a zavar6 forgalom kiszlirésére!

* Masolja be a jegyz6konyvbe a Wireshark-ablak jellemz6 részletét vagy a teljes ablakot!
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* Mentse el késObbi elemzés céljabol a Wiresharkkal rogzitett adatokat!
« FErtelemszertien ismételje meg a fentieket a tobbi célallomésra is!

2.1. Batch fajl szerkesztése

Készitsen egy batch f4jlt, amely torli az ARP és DNS cache-t és kiadja a ping parancsot!
Masolja ide a fajl tartalmat!

arp —d *
ipconfig /flushdns
ping %1

2.2. Alapértelmezett atjaro pingelése

Ping: alapértelmezett atjar6 — cmd ablak képerny6képe

o C\WINDOWS \system32 \cmid.exe

C:s>rping 152_66.254.254
Pinging 152.66.254.25%4 with 32 hytes of data:

Reply from 152.66.254.25%4: bytes=32 time{ims TTL=25L5
Reply from 152.66.254.25%4: bytes=32 time<{ims TTL=255

Reply from 152.66.254.254: bhytes=32 time<{ims TTL=255
Reply from 152.66.254.254: bytes=32 time<ims TTL=255

Ping statistics for 152.66.254.254:

Packets: Sent = 4, Received = 4, Lozt = B8 (B¥ loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

Gz

Ping: alapértelmezett atjar6 — Wireshark forgalomrogzités képernyoképe (sziirés nélkiil)
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77l Intel(R) PRO/100 VE Network Connection - Wireshark NETES

Fle Edit
ueses PEX2E Ae2nF i BE Qi @®® %

Fiter: | > Expression... Clear Apaly

Go Capture Anclyze Statistics Telephony Tools Help

No. Destination Info
10 NOTIFY *
20 .255.255.250 NOTIFY ¥ HTTP/1.1
30 152.66.35.95 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
40 152.66.35.95 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
50 152.66.93.15 239.255.255.250 55DP M-SEARCH * HTTP/1.1
61.212798 152.66.93.15 239.255.255.250 55DP M-SEARCH * HTTP/1.1
7 1.820048 152.66.254.195 152.66.254.254 ICMP Echo (ping) request seq(be/1e)=2816/11, ttl1=128)
8 1.820434 152.66.254.254 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=2816/11, ttl=255)
9 2.420671 152.66.153.14 239.255.255.250 55DP M-SEARCH * HTTP/1.1
10 2.820384 152.66.254.195 152.66.254.254 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=3072/12, ttl1=128)
11 2.82077: 152.66.254.254 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=3072/12, ttl=2535)
12 3.415870 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
13 3.416205 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
14 3.416569 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
15 3.416919 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
16 3.417528 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
17 3.417890 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
18 3.418252 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
19 3.418950 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
20 3.419312 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
21 3.419651 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
22 3.420045 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
23 3.821348 152.66.254.195 152.66.254.254 ICMP Echo (ping) request (id=0x0400, seq(be/le)=3328/13, ttl1=128)
24 3.821733 152.66.254.254 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=3328/13, ttl=2535)
25 4. 152.66.35.107 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
26 4 152.66.35.107 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
27 4 152.66.35.107 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
28 4.821356 152.66.254.195 152.66.254.254 ICMP Echo (ping) request (id=0x0400, seq(be/le)=3584,/14, tt1=128)
29 4.821749 152.66.254.254 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=3584/14, ttl1=255)
30 6.208022 152.66.93.15 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
31 7.211572 152.66.254.236 224.168.168.168 UDP Source port: 54321 Destination port: x11
32 7.460202 152.66.254.236 224.168.168.168 UDP Source port: 54321 Destination por x11
33 7.710198 152.66.254.236 224.168.168.168 UDP Source port: 54321 Destination port: x11

=]

Frame 1: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits)

Ethernet II, Src: Cisco_f4:d4:00 (00:16:9c:f4:d4:00), Dst: IPvd4mcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol, Src: 152.66.35.95 (152.66.35.95), Dst: 2329.255.255.250 (239.255.255.250)

User Datagram Protocol, Src Port: remote-collab (2250), Dst Port: ssdp (1900)

Hypertext Transfer Protocol

7 F F F E

@ |File: "C:\DOCUME~11gtudent!| OCALS~1\TemplyiresharkX... | Packets: 33 Displayed: 33 Marked: 0 Dropped: 0

2.3. A labor DHCP szerverének pingelése

Ping: DHCP szerver — cmd ablak képernydképe

C:\>ping 152.66.254.193
Pinging 152.66.254.193 with 32 hytes of data:c

Reply from 152.66.254.1%3: hytes=32 time<imsz TTL=64
Reply from 152.66.254.1%3: hytes=32 time<ims TTL=64

Reply from 152.66.254.1%3: hytes=32 time<ims TTL=64
Reply from 152.66.254.193: hytes=32 time<ims TTL=64

Ping statistics for 152_.66.254.193:

Packets: Sent = 4, Received 4, Lozt = @ (@ loss),
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

Ping: DHCP szerver — Wireshark forgalomrogzités képernydképe display filterrel
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

77l Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statistcs Telephony Tools Help
JWeeM| EEXTO | AcroT (DR |laqan @9% %3

Filter: [(not stp) and (not udp.port==1300) and (not nbns) > Expression... Clear Apaly

Destination Info
.254.213  152.66.254. BROWSER GeT Backup LisT RequesT

11 3.834867 152.66.254.195 152.66.254.193 ICMP echo (ping) request (1d=0x0400, seq(be/l1e)=3888/23, ttrl=128)
12 3.835250 152.66.254.193 152.66.254.195 ICMP echo (ping) reply (1d=0x0400, seq(be/1e)=5888/23, trl=64)
14 4.834834 152.66.254.195 152.66.254.193 ICMP echo (ping) request (1d=0x0400, seq(be/le)=6144,/24, ttrl1=128)
15 4.835213 152.66.254.193 152.66.254.195 ICMP echo (ping) reply (1d=0x0400, seq(be/le)=6144/24, trl=64)
16 4.850478 Intel_6a:6e:ae Broadcast ARP who has 152.66.254.2547 Tell 152.66.254.209

17 5.834844 152.66.254.195 152.66.254.193 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=6400,/25, ttl=128)
18 5.835233 152.66.254.193 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=6400/25, ttl=64)
33 6.835826 152.66.254.195 152.66.254.193 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=6656,/26, ttl1=128)
34 6.836191 152.66.254.193 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=6656/26, tTl=64)

< |
B Frame 8: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits)

Arrival Time: Feb 14, 2011 09:52:17.014176000 Central Europe Standard Time

Epoch Time: 1297673537.014176000 seconds

[Time delta from previous captured frame: 0.061946000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 2.730063000 seconds]

Frame Number: §

Frame Length: 216 bytes (1728 bits)

capture Length: 216 bytes (1728 bits)

[Frame is marked: rFalse]

[Frame is ignored: False]

[Protocols in frame: eth:ip:udp:nbdgm:smb:browser]

[coloring Rule Name: sMB]

[coloring rRule string: smb nbss nbns nbipx ipxsap netbios]
= Ethernet II, src: Intel_éa:6e:c0 (00:16:76:6a:6e:c0), Dst: Broadcast (ff:ff:ff:ff:ff:FF)

B pestination: Broadcast (Ff:ff:ff:ff:ff:ff)

@ | File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 38 Displayed: 10 Marked: 0 Dropped: 0

Ll

N [E

2.4. Az alaplabor szerverének pingelése

Ez val6jaban mar nem az alaplabor szervere, de ez a mostani eredmény szempontjabol mellékes.

Ping: alaplab.mit.bme.hu — cmd ablak képernydképe

DOWS\system32\cmd.exe

C:~>ping alaplab.mit.bme.hu
Pinging alaplab.mit.bme.hu [152.66.252.181 with 32 hytes of data:

Reply from 152 _.66.252_.18: bhytes=32 time<{ims TTL=127
Reply from 152.66.252.18: hytes=32 time<ims TTL=127
Reply from 152.66.252.1 hytes=32 time<{ims TTL=127
Reply from 152.66.252.18: bytes=32 time<ims TTL=127

Ping statistics for 152.66.252.18:

Packets: Sent = 4, Heceived = 4. Lost = 8 (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = PBms, Average = Bms

Ping: alaplab.mit.bme.hu — Wireshark forgalomrogzités képernydképe display filterrel
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

77l Intel(R) PRO/100 VE Network Connection - Wireshark NETES

Ble Edt Vien Go Capture Analyze Statstcs Telephony Tools Help

BEaded bEXTLE|A+s0TF L (0 QAR @08 %8

Filter: |(nut stp) and (not udp. port==1900) and {not nbns) ~  Expression... Clear Apply

No. Time Source Destination Protocol Info
1 0.000000 152.66.254.219 152.66.254.255 BROWSER  GeT Backup LiST RequesT
3 0.016851 152.66.254.198 152.66.254.255 BROWSER GeT Backup L1sT Request
4 0.128142 152.66.254.215 152.66.254.255 BROWSER GeT Backup List Request

12

0.770721 152.66.254.202 152.66.254.255 BROWSER GeT Backup List Request

14 1.042162 152.66.254.218 152.66.254.255 BROWSER GeT Backup List Request
20 1.495002 152.66.254.195 152.66.252.18 SMB Close Request, FID: 0x4004
21 1.495422 152.66.252.18 152.66.254.195 SMB Close Response
23 1.511651 152.66.254.195 152.66.252.18 SMB Trans2 Request, FIND_FIRST2, Pattern
24 1.513320 152.66.252.18 152.66.254.195 SMB Transz Response, FIND_FIRSTZ, Files: . .. 1l.bat 1.pcap 2Z.pcap 3.pcap 4.pcap 5.pcap
25 1.514900 152.66.254.195 152.66.252.18 SMB TransZ Request, QUERY_FS_INFO, Query FS Attribute Info
26 1.515274 152.66.252.18 152.66.254.195 SMB Trans2 Response, QUERY_FS_INFO
27 1.515611 152.66.254.195 152.66.252.18 SMB TransZ Request, QUERY_FS_INFO, Query Full F5 size Info
28 1.515973 152.66.252.18 152.66.254.195 SMB Trans2 Response, QUERY_FS_INFO
29 1.558563 152.66.254.195 152.66.252.18 SMB NT Create Andx Request, FID: 0x000d, Path:

30 1.559118 152.66.252.18 152.66.254.195 SMB NT Create Andx Response, FID: 0x000d

31 1.559460 152.66.254.195 152.66.252.18 SMB Trans? Request, QUERY_FILE_INFO, FID: 0x000d, qQuery File Internal Info
32 1.559821 152.66.252.18 152.66.254.195 SMB TransZ Response, FID: Ox000d, QUERY_FILE_INFO

36 1.756575 152.66.254.195 152.66.252.18 TCP cap > microsoft-ds [ACK] 5eq=452 Ack=1615 wWin=65152 Len=0
42 2.522512 152.66.254.195 152.66.254.255 BROWSER GeT Backup List Request
45 2.627246 152.66.254.204 152.66.254.255 BROWSER GeT Backup List Request
48 3.335619 152.66.254.195 152.66.115.1 DNS standard query A alaplab.mit.bme.hu
49 3.337573 152.66.115.1 152.66.254.195 DNS standard query response A 152.66.252.18

50 3.342266 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=14080/55, ttl1=128)
51 3.342590 152.66.252.18 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=14080/55, ttl1=127)
55 4.249069 152.66.254.219 152.66.254.255 BROWSER GeT Backup List Request

7 4.342572 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=14336/56, ttl1=128)
58 4.342892 152.66.252.18 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=14336/56, ttl1=127)
62 4.630106 152.66.254. 220 152.66.254.255 BROWSER GeT Backup List Request
65 4.756791 152.66.254.217 152.66.254.255 BROWSER GeT Backup List Request
74 5.292161 152.66.254.218 152.66.254.255 BROWSER GeT Backup List Request
77 5.342591 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=14592/57, ttl=128)
78 5.342927 152.66.252.18 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=14592/57, ttl1=127)
85 5.916682 152.66.254.201 152.66.254.255 BROWSER GeT Backup List Request
92 6.342589 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=14848/58, ttl1=128)
93 6.342937 152.66.252.18 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=14848/58, ttl1=127)

< |
= Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits)
Arrival Time: Feb 14, 2011 10:04:43.520793000 Central Europe Standard Time
Epoch Time: 1297674283, 520793000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 218 bytes (1728 bits)
capture Length: 216 bytes (1728 bits)
[Frame is marked: False]

Frramn dc damarad: ralcal

@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempuireshark_.. | Packets: 97 Displayed: 36 Marked: 0 Dropped: 0

L=

N [E

2.5. Fantom gép pingelése

Ping: fantom.mit.bme.hu — cmd ablak képernydképe

DOWS\system32\cmd.exe

C:\>ping 152.66.253.237
Pinging 152.66.253.237 with 32 hytes of data:c

Request timed out.

Request timed out.
Request timed out.
Request timed out.

Ping statistics for 152.66.253.237:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss>.

Ping: fantom.mit.bme.hu — Wireshark forgalomrogzités képernydképe display filterrel
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

77l Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statistcs Telephony Tools Help
BEaded bEXTLE|A+s0TF L (0 QAR @08 %8

Filter: [(not stp) and (not udp.port==1300) and (not nbns) > Expression... Clear Apaly

Destination Info

1 0.000000 Broadcast who has 152.66.254.2547 Tell 152.66.254.237

2 0.4061344 Intel_b6a:6e:dd Broadcast ARP who has 152.66.254.1937 Tell 152.66.254.237

7 1.881961 152.66.254.215 152.66.254.255 ICMP echo (ping) request (1d=0x0400, seq(be/1e)=8704,/34, ttrl1=128)
8 2.228300 152.66.254.195 152.66.253.237 ICMP echo (ping) request (1d=0x0400, seq(be/1e)=9984,/39, ttrl=128)
9 2.410187 152.66.254.254 224.0.0.1 IGMP vZz membership qQuery, general
10 3.045320 152.66.254.216 239.255.255.250 IGMP v2 Membership Report / Join group 239.255.255.250
11 5.972267 Intel_6a:6e:e3 Broadcast ARP who has 152.66.254.2547 Tell 152.66.254.204
13 7.466254 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=10240/40, ttl=128)
18 9.553005 Intel_6a:6e:dd Broadcast ARP who has 152.66.254.2547 Tell 152.66.254.237
19 9.979449 Intel_6a:6e:dd Broadcast ARP who has 152.66.254.1937 Tell 152.66.254.237
22 12.966310 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=10496/41, ttl=128)
23 13.264663 Intel_6a:6e:cO Broadcast ARP who has 152.66.254.2547 Tell 152.66.254.213
24 13.313735 152.66.254 8 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=11008/43, ttl=128)

38 18.398209 152.66.254. 208 152.66.254.255 IcMP Echo (ping) request (id=0x0400, seq(be/le)=11264/44, ttl=128)
39 18.466340 152.66.254.195 152.66.253.237 IcMP Echo (ping) request (id=0x0400, seq(be/1e)=10752/42, ttl=128)

< | B
B Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) -
Arrival Time: Feb 14, 2011 09:56:03.783185000 Central Europe Standard Time
Epoch Time: 1297673763.783185000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
capture Length: 60 bytes (480 bits)
[Frame is marked: rFalse]
[Frame is ignored: False]
[Protocols in frame: eth:arp]
[coloring Rule Name: ARP]
[coloring rRule string: arp]
= Ethernet II, src: Intel_éa:6e:dd (00:16:76:6a:6e:dd), pst: Broadcast (ff:ff:ff:ff:ff:ff)
B pestination: Broadcast (Ff:ff:ff:ff:ff:ff) LI
@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempuireshark_.. | Packets: 43 Displayed: 16 Marked: 0 Dropped: 0 [ 4

2.6. Subnet broadcast cim pingelése

Ping: subnet broadcast cim — cmd ablak képernydképe

DOWS\system32\cmd.exe

C:\>ping 152.66.254.255
152.66.254.255 with 32 bytes of data:c

timed out.
timed out.
timed out.
timed out.

Ping statistics for 152.66.254.255:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss>.

Ping: subnet broadcast cim — Wireshark forgalomrogzités képernydképe display filterrel
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statistcs Telephony Tools Help
BEaded bEXTLE|A+s0TF L (0 QAR @08 %8

Filter: [(not stp) and (not udp.port==1300) and (not nbns) > Expression... Clear Apaly

Source Destination

20 Request, FIND_FIRST2, Pattern

3 0.270420 152.66.252.18 152.66.254.195 SMEB TransZ Response, FIND_FIRSTZ2, Files: 1.bat 1.pcap 2.pcap 3.pcap 4.pcap ml4_hd:

4 0.271872 152.66.254.195 152.66.252.18 SMB Transz Request, QUERY_FS_INFO, Query Fs attribute Info

5 0.272256 152.66.252.18 152.66.254.195 SMB Trans2 Response, QUERY_FS_INFO

6 0.272740 152.66.254.195 152.66.252.18 SMB Transz Request, QUERY_FS_INFO, Query Full Fs size Info

7 0.273102 152.66.252.18 152.66.254.195 SMB Trans2 Response, QUERY_FS_INFO

8 0.426748 152.66.254.195 152.66.252.18 TCP cap > microsoft-ds [ACK] 5eq=239 Ack=1253 win=65363 Len=0

9 2.609918 152.66.254.195 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=12032/47, ttl=128)
10 2.610342 152.66.254.193 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, , IT 4)
11 2.610434 152.66.254.254 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12032/47, ttl=255)
23 7.612421 AsustekC_98:el:14Intel_6a:70:48 ARP who has 152.66.254.1957 Tell 152.66.254.193
24 7.612432 Intel_6a:70:48 AsustekC_98:el:14 ARP 152.66.254.195 is at 00:16:76:6a:70:48
25 B.007894 152.66.254.195 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=12288/48, ttl=128)
26 8.008282 152.66.254.193 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12288/48, tt1=64)
27 B.008428 152.66.254.254 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12288/48, ttl=255)
28 B.218846 152.66.254.195 152.66.252.18 SMB Logoff Andx Request
29 8.219603 152.66.252.18 152.66.254.195 SMB Logoff Andx Response
30 8.219305 152.66.254.195 152.66.252.18 SMB Tree Disconnect Request
31 8.220228 152.66.252.18 152.66.254.195 SMB Tree Disconnect Response
32 B.373097 152.66.254.195 152.66.252.18 TCP cap > microsoft-ds [ACK] 5eq=321 Ack=1335 win=65281 Len=0
40 13.507943 152.66.254.195 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/le)=12544/49, ttl=128)
41 13.508319 152.66.254.193 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12544/49, ttl1=64)
42 13.508412 66 254 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/le)=12544/49, ttl=255)
45 5 54 2 0.0.13 PIMV2 Hello
47 15.608931 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
48 15.859193 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
49 16.108357 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
53 19.007986 152.66.254.195 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=12800/50, ttl1=128)
54 19.008345 152.66.254.254 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12800/50, ttl1=255)
55 19.008365 152.66.254.193 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=12800/50, ttl=64)
56 19.871404 152.66.254.234 224.168.168.168 UDP Source port: 54321 Destination port: x11
57 20.119844 152.66.254.234 224.168.168.168 UDP Source port: 54321 Destination port: x11
58 20.370176 152.66.254.234 224.168.168.168 UDP Source port: 54321 Destination port: x11

< |
B Frame 2: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits)
Arrival Time: Feb 14, 2011 09:59:33.505302000 Central Europe Standard Time
Epoch Time: 1297673973. 505302000 seconds
[Time delta from previous captured frame: 0.268739000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.268739000 seconds]
Frame Number: 2
Frame Length: 144 bytes (1152 bits)
capture Length: 144 bytes (1152 bits)
[Frame is marked: rFalse]
[Frame is ignored: False]
[protocols in frame: eth:ip:tcp:nbss:smb]
[coloring Rule Name: sMB]
[coloring rRule string: smb nbss nbns nbipx ipxsap netbios]
= Ethernet II, src: Intel_6a:70:48 (00:16:76:6a: Dst: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
= pestination: Cisco_f4:d4:00 (00:16

@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 62 Displayed: 33 Marked: 0 Dropped: 0

Lt e

LE

2.7. feladat

A kovetkez06 esetekben sor kerult-e ARP és DNS kérésekre?

Ha igen, hdny darabra, és mit kérdeztlink le? Ha nem, miért nem?

ARP kérés(ek) DNS kérés(ek)

Nincs, mert nem sziikséges a
Alapértelmezett atjaré: | MAC cim.(nem tudjuk
egyaltalan hogy van-e)

Nincs, mert rogton ip-cimet adtunk
meg.

Van, 1 darab, a DHCP szerver | Nincs, mert rogton ip-cimet adtunk

DHCP szerver: MAC-cimét kérdeztiik le. e,

Nincs, mert nem sziikséges a
alaplab.mit.bme.hu: MAC cim.(nem tudjuk
egyaltalan hogy van-e)

Van, hiszen sziikséges névfeloldas. 2
db: kérdés ¢és valasz.
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

2.8. feladat

Milyen IP és Ethernet cimeket hasznaltunk a kovetkezd esetekben, és miért?

Cél Ethernet cim Cél IP cim
Alapértelmezett atjaré | 00:16:9c:4:d4:00 152.66.254.254
00:16:76:6a:70:48 152.66.254.195
DHCP szerver 00:18:f3:98:e1:14 152.66.254.193
00:16:76:6a:70:48 152.66.254.195
alaplab.mit.bme.hu 00:16:9c:14:d4:00 152.66.252.18
00:16:76:6a:70:48 152.66.254.195

Indoklas:

Egy echo request ¢és egy echo reply iizenetet vizsgaltunk minden esetben. A reply lizenetek
célcimei minden esetben a szamitogéplink cimei, ezért egyeznek meg.

Az alaplabor szerver mas alhaldzatban szerepel, igy a mac-cimét nem tudjuk meghatarozni, csak
az alapértelmezett atjaron keresztiil érjiik el.

2.9. feladat

Hogyan kapcsolddik ez a mérés az el6z0 feladatndl a route print parancsnal megismert
kimeneti interfészvalasztasi megoldashoz?

Az alapértelmezett atjaro megjelenik.

2.10. feladat

Az Ethernet cimek alapjan megéallapithatd az eszkoz gyartdja. Kik gyartottak az egyes eszkozoket?
Mely eszk6zok gyartdja nem ismerhetd meg, és miért?

Gyarto

Sajat gép Intel Corporation

Aapertelmezett atjaro: Cisco Systems

DHCP szerver: ASUSTek COMPUTER INC.

alaplab.mit.bme.hu

2.11. feladat

Milyen cimzést hasznal az ARP a kérésben és a valaszban, és miért?

A kérés broadcast, mig a valasz unicast.
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Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

2.12. feladat * (csak az 6tosért)

Ehhez a két feladathoz a Wiresharkkal a fizikai halozatra kapcesolodo interface-e kell figyelni. Azt a
hattérforgalmat vizsgaljuk, amit az el6z6 feladatoknal elkeriiltiink a virtualis haldzat hasznalataval.

Milyen egyéb hattérforgalmat tapasztal a fizikai halozaton? Ez mib6l szarmazik?

Halozati adminisztrativ informacidkat szallitd protokollokbol szarmazik. STP, SSDP, NBNS,
LLDP.

Milyen protokoll az elsdsorban hattérforgalomként megjelend STP?

STP: A halézatokat tobb linken keresztiil kotjiik 6ssze és a redundans utvonalakat a feszit6fa
protokollal épitjiik fel (Spanning Tree Protocol, STP).

Milyen protokoll az elsdsorban hattérforgalomként megjelené LLDPP?

LLDP: olyan link layer-beli protokoll, melyet a hal6zati eszk6zok identitasuk hirdetésére
alkalmaznak ({ligynok).

Milyen protokoll az elsdsorban hattérforgalomként megjelené SSDP?

SSDP: ez a protokoll lehetdséget nyqjt arra, hogy a haldzati kliensek felderithessék a kivant
haldzati szolgéltatdsokat.

2.13. Forgalomrégzités capture filterrel * (csak az 6tésért)

A forgalom jellemzdinek megfigyelése alapjan konstrualjon capture filtert a zavaré SSDP és STP
forgalom kiszlirésére!

Ping: ... — cmd ablak képernydképe

ot C\WINDOWS \system32 \cmid.exe

C:%>ping alaplab.mit.bme.hu
Pinging alaplab.mit.bme.hu [152.66.252.18]1 with 32 hytes of data:c

Reply from 152.66.252.18: bytes=32 time<{ims TTL=127
152.66.252.18: bytes=32 time{ims TIL=127
152.66.252.18: bytes=32 time{ims TIL=127

Reply from 152.66.252.18: bytes=32 time{ims TTL=127

Ping statistics for 152_.66.252_18:
Packets: Sent = 4, Received = 4, Lost = @ {@x loss>,.

Approximate round trip times in milli—seconds:
Minimum = Bms. Maximum = Bms. Average = Bms

G

Ping: ... — Wireshark forgalomrogzités képernydképe capture filterrel
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71l Intel(R) PRO/100 VE Network Connection ((not udp port 1900) and (not stp)) - Wireshark SETES]

Ble Edt Vien Go Capture Analyze Statstcs Telephony Tools Help
Beegew PERZI| N e &@@?Q\EBIQQ@D\ﬁE@%I@

Fiter: | ~ Expresson.. Clear  Apply

No. Destination Protocol Info
1 0.000000 Cisco_t4:d4:00  Broadcast who has 152.66.254.210% Tell 152.66.254.254
2 0.220735 152.66.254.221 152.66.254.255 ICMP eEcho (ping) request (1d=0x0400, seq(be/le)=14336/56, ttl=128)
3 0.221149 Asustekc_98:el:14 Broadcast ARP who has 152.66.254.2217 Tell 152.66.254.193
4 1.875086 152.66.254.195  152.66.115.1 DNS standard query A alaplab.mit.bme.hu
5 1.875742 152.66.115.1 152.66.254.195 DNS standard query response A 152.66.252.18
6 1.880376 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=20224/79, ttl=128)
7 1.880740 152.66.252.18 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=20224/79, ttl=127)
8 2.881127 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=20480/80, ttl=128)
9 2.881423 152.66.252.18 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/le 0480/80, tt 27)
10 3.881147 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=20736/81, ttl=128)
11 3.881444 152.66.252.18 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=20736/81, ttl=127)
12 4.681964 152.66.254.254 224.0.0.13 PIMV2 Hello
13 4.881152 152.66.254.195 152.66.252.18 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=20992/82, ttl=128)
14 4.881474 152.66.252.18 152.66.254.195 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=20992/82, ttl=127)
15 5.528101 152.66.254.221 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=14592/57, ttl=128)

< |
[CoToring Rule string: arp]
= Ethernet II, src: Cisco_f4:d4:00 (00:16:9c:T4:d4:00), Dst: Broadcast (ff:ff:ff:ff:ff:FF)
= bestination: Broadcast (Ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
e = IG bit: Group address (multicast/broadcast) J

Bl

e . = LG bit: Locally administered address (this is NoT the factory default)
= Source: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
Address: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
e A Individual address (unicast)
e wa 00 viie vie wves waes = LG bit: Globally unique address (factory default)
Tuna: ARE (N¥R0OAY
()| File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 15 Displayed: 15 Marked: 0 Dropped: 0

szlird: (not udp port 1900) and (not stp)

LE
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3. feladat: A DNS miikodése

A feladat célja: a DNS mikddés alapjainak megismerése az nslookup program segitségével.

A kéréseket tovabbra is a virtualis gépen adjuk ki, és a gazdagép megfeleld virtualis interface-ét figyeljiik.
A mérés soran csupan a domain névhez tartozo IP cimet vagy egy adott IP cimhez tartozd6 domain nevet
hatarozunk meg az nslookup program segitségével.

Az nslookup futtatdsa eldtt az el6z6 méréshez hasonléan tordlje az ARP és DNS cache-t! Ennek a
gyorsitasara irjon batch file-et (mynslookup.bat)!

3.1. Batch fajl készitése: mynslookup

Adja meg a gyorsitotarak torlését, majd az nslookup meghivasat elvégzd batch fajl tartalmat!

arp —-d *
ipconfig /flushdns
nslookup %1

3.2. IP cim meghatarozasa domain név alapjan 1.

Kérdezze le az alaplab.mit.bme.hu IP-cimét a kdvetkez6 modon:

mynslookup alaplab.mit.bme.hu

o CGYWINDOWS \system32 \cmd.exe

C:x>nelookup alaplab.mit.bme.hu
Server: nic.bme.hu
Address= 152.66.115.1

alaplab.mit .bme.hu
152.66.252.18

Wireshark képernydkép

BME VIK 2008-2014. Mérés laboratorium 4 (VIMIA315) 18/39



Mérési jegyz6kdnyv 1. mérés Ethernet és TCP/IP vizsgalata

73 Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statiscs Telephony Tools Help
JWeeM| EEXTO | AcroT (DR |laqan @9% %3
Fiter: | ~ Expresson.. Clear  Apply
No. | Time |source |pestnation |Protocal |info 1=
1 0.000000 152.66.254.237 152.66.254.255 NBNS Name query NB MIT<lb
2 0.488301 152.66.254.212 152.66.254.255 BROWSER GeT Backup List Request
3 0.488933 152.66.254.212 152.66.254.255 NBNS Name query NB MIT<lb
4 0.625713 152.66.254. 207 152.66.254.255 NBNS Name query NB MIT<le
5 0.749995 152.66.254.237 152.66.254.255 NBNS Name query NB MIT<lb
6 0.820398 152.66.254.219 152.66.254.255 BROWSER GeT Backup List Request
7 0.820431 152.66.254.219 152.66.254.255 NBNS Name query NB MIT<lb:
8 0.835997 152.66.254.198 152.66.254.255 BROWSER GeT Backup List Request
9 0.935665 152.66.254.215 152.66.254.255 BROWSER GeT Backup List Request
10 0.935702 152.66.254.215 152.66.254.255 NBNS Name query NB MIT<lb:
11 1.197615 152.66.254.220 152.66.254.255 NBNS Name query NB MIT<lb:
12 1.238 152.66.254.212 152.66.254.255 NBNS Name query NB MIT<lb:
13 1.338547 152.66.254.217 152.66.254.255 NBNS Name query NB MIT<lb:
14 1.375687 152.66.254. 207 152.66.254.255 NBNS Name query NB MIT<le
15 1.570367 152.66.254.219 152.66.254.255 NBNS Name query NB MIT<lb:
16 1.591664 152.66.254.202 152.66.254.255 BROWSER GeT Backup List Request
17 1.685586 152.66.254.215 152.66.254.255 NBNS Name query NB MIT<lb:
18 1.857263 152.66.254.218 152.66.254.255 BROWSER GeT Backup List Request
19 1.857277 152.66.254.218 152.66.254.255 NBNS Name query NB MIT<lb>
20 1.947624 152.66.254.220 152.66.254.255 NBNS Name query NB MIT<lb:
21 1.988861 152.66.254.212 152.66.254.255 NBNS Name query NB MIT<lb:
22 2.012933 152.66.227.135 239.255.255.250 S55DP M-SEARCH * HTTP/1.1
23 2.088553 152.66.254.217 152.66.254.255 NBNS Name query NB MIT<lb:
24 2.109961 152.66.150.221 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
25 2.125698 152.66.254.207 152.66.254.255 NBNS Name query NB MIT<lex> g
26 2.320376 152.66.254.219 152.66.254.255 NBNS Name query NB MIT<lb>
27 2.394259 152.66.254. 206 152.66.254.255 NBNS Name query NB MIT<lex>
28 2.435577 152.66.254.215 152.66.254.255 NBNS Name query NB MIT<lb>
29 2.455555 152.66.254.201 152.66.254.255 NBNS Name query NB MIT<lb>
30 2.554819 152.66.10.201 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
31 2.607207 152.66.254.218 152.66.254.255 NBNS Name query NB MIT<lb>
32 2.697639 152.66.254. 220 152.66.254.255 NBNS Name query NB MIT<lb>
33 2.709464 152.66.153.61 239.255. 255. 250 S5DP NOTIFY * HTTP/1.1
34 2.810857 152.66.254.195 152.66.115.1 DNS standard query PTR 1.115.66.152.in-addr.arpa
35 2.811868 152.66.115.1 152.66.254.195 DNS standard query response PTR nic.bme. hu
36 2.814344 152.66.254.195 152.66.115.1 DNS standard query A alaplab.mit.bme. hu.mit. bme. hu
37 2.814803 152.66.115.1 152.66.254.195 DNS standard query response, No such name
38 2.816636 152.66.254.195 152.66.115.1 DNS standard query A alaplab.mit.bme.hu. bme. hu
39 2.817158 152.66.115.1 152.66.254.195 DNS standard query response, No such name
40 2.818674 152.66.254.195 152.66.115.1 DNS standard query A alaplab.mit.bme.hu
41 2.819695 152.66.115.1 152.66.254.1085 DNS standard query response A 152.66.252.18 j
< | |
[CoToring Rule String: smb nbss nbns nbipx ipxsap netbios] ;l
= Ethernet II, src: Intel_6a:70:77 (00: 76:6a:70:77), Dst: Broadcast (ff:ff:ff:ff:ff:FF)
= bestination: Broadcast (Ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff) J
e vov. = IG bit: Group address (multicast/broadcast)
. 1. . Locally administered address (this is NoT the factory default)
E Source: Intel_6a
Address: Intel_&a 7.
P = IG bit: Individual address (unicast)
. 00 vien wies wans wea. = LG bit: Globally unique address (factory default)
Tuna: TE (OxNROM Jid|
@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 67 Displayed: 57 Marked: 0 Dropped: 0 [ 4

3.3. IP cim meghatarozasa domain név alapjan 2.

Kérdezze le az alaplab.mit.bme.hu IP-cimét a kdvetkez6 modon (ponttal a végén!):

mynslookup alaplab.mit.bme.hu.

C:x>nslookup alaplab.mit.bme.hu.
Server: nic.bme.hu
Addres=: 152_66.115.1

Mame = alaplab.mit.bme.hu
Address= 15%2.66.252.18

Wireshark képernydkép
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77l Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statistcs Telephony Tools Help
BEaded bEXTLE|A+s0TF L (0 QAR @08 %8

Fiter: | ~ Expresson.. Clear  Apply

MNo. Protocol

Destination

1 0.000000 . 66. . 231 g c c source port: 54321 pestination port:
2 0.2485364 152.66.254.236 224.168.168.168 UDP source port: 54321 Destination port: x11
3 0.498555 152.66.254.236 224.168.168.168 uDP source port: 54321 pestination port: x11
4 0.715065 152.66.254.193 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
5 0.715399 152.66.254.193 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
6 0.715765 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
7 0.716118 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
8 0.716754 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
9 0.717224 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
10 0.717740 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
11 0.718257 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
12 0.71877 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
13 0.719130 152.66.254.193 239.255.255.250 55DP NOTIFY * HTTP/1.1
14 0.719632 152.66.254.193 239.255.255.250 S55DP NOTIFY * HTTP/1.1
15 1.741658 152.66.254.214 152.66.254.255 BROWSER GeT Backup List Request
16 2.052570 152.66.254.231 224.168.168.168 uDP Source port: 54321 Destination port: x11
17 2.057367 152.66.254.194 152.66.254.255 NBNS Name query NB MIT<lb:
18 2.092267 152.66.254.195 152.66.115.1 DNS standard query PTR 1.115.66.152.in-addr.arpa
19 2.092878 152.66.115.1 152.66.254.195 DNS standard query response PTR nic.bme. hu
20 2.094927 152.66.254.195 152.66.115.1 DNS standard query A alaplab.mit.bme.hu
21 2.095527 152.66.115.1 152.66.254.195 DNS standard query response A 152.66.252.18
22 2.301171 152.66.254.231 224.168.168.168 UDP Source port: 54321 Destination port: x11
23 2.551142 152.66.254.231 224.168.168.168 uDP Source port: 54321 Destination port: x11
24 2.B07377 152.66.254.194 152.66.254.255 NBNS Name query NB MIT<lb>
25 3.553173 152.66.254.221 152.66.254.255 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=16128/63, ttl1=128)
26 3.557358 152.66.254.194 152.66.254.255 NBNS Name query NB MIT<lb>
27 4.167543 152.66.254.232 224.168.168.168 UDP Source port: 54321 Destination port: x11
< [ B
[Coloring Rule string: udp] ;l
= Ethernet II, src: CiscoLin_d0:ef:1b (00:0e:08:d0:ef:1b), Dst: IPv4mcast_28:a8:a8 (01:00:5e:28:a8:a8)
= Destinatio mcast_28:a8:a8 (01:00:5e:28:a8:a8)
Address: mcast_28:a8:a8 (01:00:5e:28:a6:a8)
.. e wees waes = IG bit: Group address (multicast/broadcast)
L i Globally unique address (factory default)
= Source: CiscoLin_d0:ef:1b (00:0 :1b)
Address: CiscoLin_do:ef:1b (O sefilb)
4 ; Individual address (unicast)
0. i Globally unique address (factory default)
Tuna: TE (OxNROM Jid|
@ | File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 27 Displayed: 27 Marked: 0 Dropped: 0 [ 4

3.4. IP cim meghatarozasa domain név alapjan: 6sszehasonlitas

Mi a kiilonbség a pont nélkiili és a ponttal végzddd lekérdezés kozott?

Pont esetén a névfeloldés soran eldszor egy root ns-hez fordulunk. (Nem fiizi hozza a meg a megfeleld
domain neveket pl mit.bme.hu, bme.hu és .hu)

3.5. Reverse lookup: domain név meghatarozasa IP cim alapjan

Tudjamega 152.66.252.1 IP cimi gép domain nevét (reverse lookup)!

DOWS\system32\cmd.exe

C:s>nslookup 152.66.252.1
Server: nic.bme.hu
Address= 152.66.115.1

kuka.mit _.bme . hu
152 .66.252 1
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Wireshark képernydabra

73 Intel(R) PRO/100 VE Network Connection - Wireshark JNETES]

Fle Edt Vien Go Capture Analyze Statistcs Telephony Tools Help

%ﬁ&&%l@ﬁ%@&lk@@é.-?Q\EBIQQ@\EE'@?&H@

Fiter: | ~  Expresson... Clear Apply
No. Time Source Destination Protocol Info
1 0.000000 - 254.193 239,255 55 * HTTP/1.1
2 0.000329 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
3 0.000688 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
4 0.001032 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
5 0.001635 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
6 0.001991 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
7 0.002347 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
8 0.003021 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
9 0.003393 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
10 0.003889 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTR/1.1
11 0.004470 152.66.254.193 239.255. 255.250 S5DP NOTIFY * HTTP/1.1
12 0.739132 152.66.254.195 152.66.115.1 DNS standard query PTR 1.115.66.152.in-addr.arpa
13 0.739807 152.66.115.1 152.66.254.195 DNS standard query response PTR nic.bme. hu
14 0.741897 152.66.254.195 152.66.115.1 DNS standard query PTR 1.252.66.152.in-addr.arpa
15 0.742521 152.66.115.1 152.66.254.195 DNS standard query response PTR kuka.mit.bme.hu
16 1.196418 152.66.254.254 224.0.0.13 PIMV2 Hellao

17 1.218898 152.66.254.

234 224.168.168.168 UDP source port: 54321 Destination port: x11
18 1.467828 152.66.254.234 224.168.168.168 UDP source port: 54321 Destination port: x11
19 1.574867 Cisco_f4:d4:00 Intel_6a:70:48 ARP who has 152.66.254.1957 Tell 152.66.254.254
20 1.574879 Intel_6a:70:48 Cisco_f4:d4:00 ARP 152.66.254.195 is at 00:16:76:6a:70:48
21 1.717735 152.66.254.234 224.168.168.168 UDP source port: 54321 Destination port: x11
22 1.960999 152.66.204.71 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1

| [ B
[Coloring rRule String: http TCp. port == &0] ;l
= Ethernet II, Src: AsustekC_98:el:14 (00:18:f3:98:el:14), Dst: IPvdmcast_7f:ff:fa (0L:00:5e:7f:ff:fa)
= Destination: IPvdmcast_7f:ff:fa (01:00:5e:7F:ff:fa)
Address: IPvdmcast_7f:ff:fa (01:00:5e:7F:ff:fa) J
....... 1 .... vvvr vuue vv.. = IG bit: Group address (multicast/broadcast)
eeve w200 Lol il oa.. ... = LG bit: Globally unique address (factory default)
E Source: AsustekC_98:el:14 (00:18:f3:98:el:14)
Address: AsustekC_98:el:14 (00:18:13:98:el1:14)
....... 0.t vive wvee wvw. = IG bit: Individual address C(unicast)
cee wa00 oL oo ao. ..., = LG bit: Globally unique address (factory default)
Tunae: TP (Ox0&0NY LI
9|File: “C:\DOCUME ~1\student'L OCALS ~1\Temp'wiresharkX... ‘Packets: 22 Displayed: 22 Marked: 0 Dropped: 0 ’_A

3.6. A DNS miik6désének vizsgalata

Elemezze a Wireshark programmal a tapasztalt forgalmat az alabbiak szerint!

a) Hogyan torténik meg az IP cim beallitasokban megadott DNS Suffix Search List: mit.bme.hu
beallitas felhasznalasa?

A névfeloldas soran a kiinduldsi névtér nem a root névtér, hanem a mit.bme.hu (azaz rogton a
mit.bme.hu-n beliil indul a keresés).

b) Milyen alacsonyabb szintii protokollokat hasznal a DNS, és hogyan?

UDP, TCP (port: 53). (Ennél fogva az UDP ¢s TCP altal hasznalt alacsonyabb rétegbeli
protokollokat is hasznélja kdzvetve, mint pl. az IP.)

¢) Hogyan torténik az IP cimek reprezentalasa a DNS-ben reverse lookup esetén? Mi az IP cim
mezdinek sorrendje, €s miért?
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Az ip-cim network és host id részekre oszthato. A reverse lookup sordn a ip-cimek kdzott
keresiink. Mivel az ip-cimek balrol jobbra tartalmaznak egyre specifikusabb informaciot
(ellentétben a domain nevekkel), ezért a keresési fa felépitése forditott.

d) Mit jelent a Time-To-Live paraméter a valaszban? Hogyan hasznaljak ezt fel?

(Figyelem: ez kérdés a DNS kérésben visszaadott TTL-re vonatkozik, és nem az IP csomag
TTL-jére!)

A névfeloldas gyorsitasdhoz hasznaljak fel, a kovetkezé mddon: gyorsitdtarat alkalmaznak, ahol
minden bejegyzésnek van egy elavulasi ideje (Time-to-Live, TTL, masodpercben), amely id6 utan
torlodik a gyorsitotarbol. A DNS a hibas lekérdezéseket is cache-eli (negativ caching)!

e) Mi torténik, ha egy adott domain névhez rendelt IP cimet megvaltoztatunk? Ki fogja elérni a
kérdéses gépet, €s ki fog a régi IP cim géphez fordulni?

Azok a gépek fogjak elérni a 4j IP cimii gépet, melyek gyorsitotdraban nem szerepel (vagy mar
elavult) a névhez tartozo6 korabbi IP cim. Mésok el fogjak érni az j IP cimet.

3.7. feladat* (csak az 6tosért)

Kérdezze le a www . cnn . com IP cimét nslookup-pal!

o C\WINDOWS \system32\cmd.exe

C:s>nslookup wuww.cnn.com
Server: nic.bme.hu
Address= 152.66.115.1

Mon—authoritative answer:

Name = WWW.CNN . COom
Addresses: 15Y.166.255.19, 157.166.224.25, 157.166.224.26,. 157.166.226.25
157.166.226.26,. 157.166.255.18
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Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statistcs Telephony Tools Help
BEaded bEXTLE|A+s0TF L (0 QAR @08 %8

Fiter: | ~ Expresson.. Clear  Apply

No. Destination Protocol
1 0.000000 255.255. 250 M-SEARCH *
2 0.513614 152.66.93.27 239.255.255.250 55DP M-SEARCH * HTTP/1.1
31.183321 152.66.254.195  152.66.115.1 DNS standard query PTR 1.115.66.152.in-addr.arpa
41.183945 152.66.115.1 152.66.254.195 DNS standard query response PTR nic.bme.hu
5 1.186010 152.66.254.195  152.66.115.1 DNS standard query A wwai.cnn. com.mit.bme. hu
6 1.186469 152.66.115.1 152.66.254.195 DNS standard query response, No such name
7 1.188068 152.66.254.195 152.66.115.1 DNS standard query A www.cnn.com. bme. hu
8 1.188494 152.66.115.1 152.66.254.195 DNS standard query response, No such name
91.189393 152.66.254.195 152.66.115.1 DNS standard query A www.cnn.com
10 1.190597 152.66.115.1 152.66.254.195 DNS standard query response A 157.166.255.19 A 157.166.224.25 A 157.166.224.26 A 157.1¢
11 1.578084 152.66.254.195 152.66.252.1 NBNS refresh NB ALAB520<00>
12 2.681323 152.66.105.22 239.255.255.250 S55DP M-SEARCH * HTTP/1.1
13 3.078086 152.66.254.195 152.66.252.1 NBNS refresh NB ALAB520<00=>
< [ B
[CoToring Rule sString: http tcp.port == &0] ;l

= Ethernet II, src: Cisco_f4:d4:00 (00:16:9c:T4:d4:00), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)

= Destinatio dmcast_7f:ff:fa (01:00:5e ff:fa)
Address: mcast_7f:ff:fa (01:00:5e fifa) J
el i e = IG bit: Group address (multicast/broadcast)
0 . = LG bit: Globally unique address (factory default)

= Source: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
Address: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
e A Individual address (unicast)
00 vien wies wans wea. = LG bit: Globally unique address (factory default)
Tuna: TE (OxNROM

@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 13 Displayed: 13 Marked: 0 Dropped: 0

LE

Ismételje meg a www . cnn . com [P cimének lekérdezését!

DOWS\system32\cmd.exe

C:%>nslookup wuww.cnn.com
Server: nic.bme.hu
Address= 152.66.115.1

Mon—authoritative answer

WWW . CNN . COMm
: 157.166.255.18, 157.166.255.1%,. 157.166.224.25,. 157.166.224.26
157.166.226.25, 157.166.226.26

Wireshark képernydabra
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Tl Intel(R) PRO/100 VE Network Connection - Wireshark METES]

Ble Edt Vien Go Capture Analyze Statstcs Telephony Tools Help
Beegew PERZI| N e &@Qi-ﬁi\EBIQQ@D\ﬁE'@%Iﬁ

Fiter: | ~ Expresson.. Clear  Apply

Destination

MNo.

1 0.000000 255.255. 250 M-SEARCH * HTTI cdl

2 0.018539 152.66.254.195  152.66.115.1 DNS standard query PTR 1.115.66.152.1n-addr.arpa

3 0.019400 152.66.115.1 152.66.254.195 DNS standard query response PTR nic.bme.hu

4 0.021595 152.66.254.195  152.66.115.1 DNS standard query A wwai.cnn. com.mit.bme. hu

5 0.022057 152.66.115.1 152.66.254.195 DNS standard query response, No such name

6 0.023689 152.66.254.195 152.66.115.1 DNS standard query A www.cnn.com. bme. hu

7 0.024119 152.66.115.1 152.66.254.195 DNS standard query response, No such name

8 0.025687 152.66.254.195 152.66.115.1 DNS standard query A www.cnn.com

9 0.026297 152.66.115.1 152.66.254.195 DNS standard query response A 157.166.224.25 A 157.166.224.26 A 157.166.226.25 A 157.1¢
10 0.599487 152.66.58.242 239.255.255.250 S55DP M-SEARCH * HTTP/1.1

< |
[CoToring Rule sString: http top.port == E0]
= Ethernet II, src: Cisco_f 4:00 (00:15:9 d4:00), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
= pestination: IPvdmcast_7f:ff:fa (01:00:5
Address: IPvdmcast_7f:ff:fa (01:00:5e
e = IG bit: Group address (multicast/broadcast)
[V LG bit: Globally unique address (factory default)
E Source: Cisco_f4

Bl

w
o
=
&

|

00 (00:16

d4:00)
Address: Cisco_f4:d4:00 (00:1 f4:d4:00)
e e iiis vewe weas wea. = IG bit: Individual address (unicast)
o000 viie v swes waes = LG bit: Globally unique address (factory default)

Tune- TE (NxNRONY
@ |File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 10 Displayed: 10 Marked: 0 Dropped: 0

LE

Hasonlitsa 6ssze a kapott IP cimeket! Mit tapasztalt? Miért hasznos a latott viselkedés? Vajon milyen
két funkcid 6tvozésére hasznalja ezt a CNN?

Egy listat kapunk vissza a terhelés elosztds miatt. Az IP cimek azonosak, viszont a sorrendjiik forditott.
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4. feladat: IP csomagok tovabbitasanak utvonala

A feladat célja: utvonal-felderités és nyomkovetés a tracert program segitségével.

A tracert egy olyan halozati tesztprogram, amely a paraméterként megadott IP cimli vagy domain nevii
gép ¢és a tesztprogramot futtatd gép kozott kisérletet tesz a koztes utvonalvalasztok (routerek)
meghatarozasara. (UNIX kornyezetben a traceroute vagy a tracepath latja el ugyanezt a feladatot.
Tulajdonképpen ezek mintdjara késziilt a tracert). A tracert futtatdsa elétt, az el6z6 méréshez hasonldan,
torolje az ARP és DNS cache-t. Ennek a gyorsitasara irjon batch file-et!

4.1. Batch fajl szerkesztése

Készitsen egy batch fajlt, amely torli az ARP és DNS cache-t és kiadja a tracert parancsot!
Masolja ide a fajl tartalmat!

arp —-d *
ipconfig /flushdns
tracert %1

4.2. Nyomkoévetés egy szerverig

A tracert paranccsal szolitsa meg a www.bme.hu szervert!

o C\WINDOWS \system32\cmid.exe
C:>traszert.bat www.bme.hu

C:s>arp Id =

C:~>ipconfig ~#flushdns

Windows IP Configuration

Successfully flushed the DNS Resolver Cache.
C:n>tracert www.bme.hu

Tracing route to www.bme.hu [152_.66.115.351
over a maximum of 38 hops:

1 <1 m= <1 ms <1 mz 152_66_254_254
2 <1 m= <1 ms <1 mz ged—4.taz.bme.hu [152_66.0.1211
3 <1 mz <1 ms <1 mz torpapa.eik.bme_.hu [152.66.115.351]

Trace complete.

Gz
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Intel(R) PRO/100 VE Network Connection - Wireshark NETES

Ble Edt Vien Go Capture Analyze Statstcs Telephony Tools Help

BB M PEXEO | L2 T L]0 QAQQR @ED % |8

Fiter: | ~ Expresson.. Clear  Apply
No. Source Destination Protocol Info 1=
1] 152.66.254.195 152.66.252.1 NBNS refresh NB ALAB520<00>
2 0. 152.66.254.221 152.66.254.255 NBNS Name query NB MIT<Lb
3 0.788785 152.66.35.106 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
4 0.789047 152.66.35.106 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
5 0.789386 152.66.35.106 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
6 0.78977 152.66.35.106 239.255.255.250 S55DP NOTIFY * HTTP/1.1
7 0.826887 152.66.254.221 152.66.254.255 NBNS Name query NB MIT<lb:
81.221626 152. 203 152.66.254.255 BROWSER GeT Backup List Request
10 2.021575 152.66.254.195 152.66.115.1 DNS standard query A wiww.bme. hu
11 2.022155 152.66.115.1 152.66.254.195 DNS standard query response A 152.66.115.35
12 2.027344 152.66.254.195 152.66.115.35 ICMP Echn (p'lng) request (1d=0x0400, seq(he/'\e 3552/92 tt'\—l)
3 2.02 254, 254 v 1 i

02
. 027903 . 66.

.030355
19 2.030817 152.66.115.1

Star’ldard query PTR 254 254. GG 152 in-addr. arpa
DNS standard query response, No such name
Echn (p'lng) request (1d=0x0400, seq(he/'\e

tﬂ =2)

4320/95,

. 66.

.031981

. 032481 . 66.

.034593 152.66.254.195 152.66.115.1 DNS standard query PTR. 121 0. GG 152 in-addr. arpa

26 3
27 3.035393 152.66.115.1 152.66.254.195 DNS standard query response PTR ge3-4.taz.bme.hu
28 3.576958 152.66.254.221 152.66.254.255 BROWSER GeT Backup List Request
29 3.576988 152.66.254.221 152.66.254.255 NBNS Name query NB MIT<lb>
30 3.823292 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
31 3.853309 152.66.205.149 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
32 4.035338 152.66.254.195 152.66.115.35 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=25088/98, ttl=3)
33 4.036052 152.66.115. 35 152.66.254.1985 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=25088/98, ttl1=253)
34 4.036225 152.66.254.195 152.66.115.35 ICMP Echo (ping) request (id=0x0400, seq(be/le 5344/99, tt )
35 4.036698 152.66.115. 35 152.66.254.1985 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=25344/99, ttl1=253)
36 4.036838 152.66.254.195 152.66.115.35 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=25600/100, ttl=3)
37 4.037313 152.66.115.35 152.66.254.1085 ICMP Echo (ping) reply (1d=0x0400, seq(be/1e)=25600/100, ttl=253)
38 4.039055 152.66.254.195 152.66.115.1 DNS standard query PTR 35.115.66.152.1in-addr.arpa _
39 4.039769 152.66.115.1 152.66.254.195 DNS standard query response PTR torpapa.eik.bme. hu
40 4.072716 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
41 4.129408 152.66.93.15 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1 j
< | |
[CoToring Rule String: smb nbss nbns nbipx ipxsap netbios] ;l
= Ethernet II, src: Intel_6a:70:48 (00:16:76:6a:70:48), Dst: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
= Destination: Cisco_f4:d4:00 (00:1 )]
Address: Cisco_f4:d4:00 (00:16:9c:f4:d4:00) J
¢ ; Individual address (unicast)
PV i Globally unique address (factory default)
[ Source: nte] Ga "O 8 ’OO 16:76:6a:70:48)
Address: Intel_6a:70:48 (00:16:76:6a:70:48)
P v = IG bi Individual address (unicast)
00 vien wies wans wea. = LG bit: Globally unique address (factory default)
Tuna: TE (OxNROM Jid|
()| File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 43 Displayed: 43 Marked: 0 Dropped: 0 [ 4

Elemezze a rogzitett halozati forgalmat.

Lathato, hogy ICMP csomagokat kiildtiink, egyre nagyobb kezdeti TTL értékkel. Ezek a TTL
értékek mindig eggyel tdvolabbi csomdpontnal csokkentek 0-ra, igy mindig eggyel tdvolabbi
csomoponttol érkezett ICMP iizenet.

4.3. Nyomkévetes egy kiilféldi szerverig 1.

A tracert paranccsal szolitson meg egy kiilfoldi, lehetdleg tengerentuli (nagyszamu koztes
utvonalvalaszton keresztiil elérhetd) szervert! (Pl.: slashdot.org)
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=101.x]

Successfully flushed the DNS Resolver Cache.
C:>tracert slashdot.org

Tracing route to slashdot.org [216.34.181.451]
over a maximum of 38 hops:

152 .66.254_.254

ged—4.taz.hme.hu [152.66.8.1211
tge2—2.sup?2@.bme .hhone .hu [152.66.8.1261
cb513—tenghethi3—-2.vh.hbone.hu [195.111.97.1811
bpt—bhd4-link.telia.net [213.248_79.1851
win—-hbh2-link_telia.net [80.91_250.661
ffm—bhZ-1link._telia.net [8A_91_246_381
ffm—b2-1link.telia.net [BB.71.252_174]

213.248.83.7M

crl-TE-B-8-1-B.frankfurtftI.zavvisz.net [204.70.206.1531
crl-bundle—pos2._Chicago.savvis.net [284.70.2080.391
hri-te-12-8-1.elkgrovech3.savvis.net [2804.760.198.731
das3-v3B3?.chl.zavvis.net [64.37.287.1781
64.27.160.174

slashdot .org [216.34.181.451]

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

138 m=

[T I R )

3333333333333 33

[

Trace complete.

R

tel(R) PRO/100 VE Network Connection - Wireshark =181

Fle Edit View Go Capture Analyze Statistics Telephony Tools Help

e EdREE| AT L||EE QQQA &SR

Filter: | ¥ Expression... Clear Apply
No. Destination Protocol Info 1]

1 ®HTTP/1.1

2 0. 152.606.226.12 239.255.255.250 55DP M-SEARCH * HTTP/1.1

3 0.892800 152.66.254.193 239.255.255.250 S55DP NOTIFY ¥ HTTP/1.1

4 0.893130 152.66.254.193 239.255.255.250 S55DP NOTIFY ¥ HTTP/1.1

5 0.893489 152.66.254.193 239.255.255.250 S55DP NOTIFY ¥ HTTP/1.1

6 0.893841 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1

7 0.894449 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1

& 0.894808 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1

9 0.895169 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
10 0.895526 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
11 0.895889 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1 |
12 0.896417 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
13 0.896769 152.66.254.192 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
14 2.098637 152.66.254.216 152.66.254.255 NENS Name query NB MIT<le:
15 2.320547 152.66.254.195 152.66.115.1 DNS standard query A slashdot.org
16 2.321137 152.66.115.1 152.66.254.195 DNS Standard query response A 216.34.181.45
17 2.326821 152.66.254.195 216.34.181.45 ICMP F_cho (p'ing) request (id=l 0x0-100 seq(be/'\e) 37 3 6/146, ttl=1)
18 2. 2 1 E i i 11 i t)

2
23 2 .254.195 152.66.115. DNS Star’ldard query PTR 254.254.66.152.in-addr. ar’pa
24 2.330162 .115.1 152.66.254. DNS standard query response, No such name
25 2.848627 .254.216 152.66.254. NENS Name query NB MIT<le:
26 3.330748

254.195 4 5 ICMP F_cho (p'ing) request (id=0x0400, seq(be/'\e) 3814-1/149 tt'l =2)

3.334424 152.66.254.195 152.66.115.1 DNS Star’ldard query PTR 121.0. 66 152.in-addr. ar’pa
33 3.335104 152.66.115.1 152.66.254.195 DNS Standard query response PTR ge3-4.taz.bme.hu
34 3.525570 152.66.153.197 239.255.255.250 55DP M-SEARCH * HTTP/1.1
35 3.598622 152.66.254.216 152.66.254.255 NENS Name query NB MIT<le:
36 3.886719 152.66.153.61 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
37 335637 152.66.254.195 216.34.181.45 ICMP F_cho (p'ing) request (id=0x0400, seq(be/'\e) 38912/152 ttl=3)
E b 9 > 3 n - : )

0 4. ] Time-to-Tiv Ti to live t
41 4.336715 ].52 66. 254 195 216.34.181.45 ICMP Echo (pmg) request (1d=0x0400, seq(be/Te)= 39-12-1/15' tt'l=3)
\ |

[CoTaring Rule string: http TCp.port

= Ethernet II, src: Cisco_f4:d4:00 (00:16:9 Dst: Ipvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
= Destination: ff:fa (
Address:
1.... Group address (multicast/broadcast)

: Globally unique address (factory default)

B Source: Cisco_f4:d4:00
Address: Ccisco_f4:d4: 4:00)
T o Individual address (unicast)
T o e : Globally unique address (factory default)
Tuna: TP (O¥NROM Jid|
O |File: "C:\DOCUME~1\student!| OCALS~1\TempYwiresharkX... |Packets: 148 Displayed: 148 Marked: 0 Dropped: 0

Elemezze a rogzitett halozati forgalmat!

Lathato, hogy joval tobb koztes csomdponton keresztiil jutunk el a célhoz, azonban egy foldrajzilag
tavoli célpont esetén is csupan 15 allomason keresztiil el tudtuk érni célunkat.
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4.4. Nyomkoévetés egy kiilféldi szerverig 2.

A tracert paranccsal szolitson meg egy kiilfoldi, lehetdleg tengerenttli (nagyszamu koztes
utvonalvalaszton keresztiil elérhetd) szervert! (PL.: cnn.com)

C:s>tracert cnn.com

Tracing route to cnn.com [157.166.224.251]
over a maximum of 3@ hops:

152.66.254.254

ge3d—4._.taz_bme_ hu [15%2.66.8.1211
tge2—2.sup720.bme .hbone .hu [152.66.8.1261
ch513—tenghethl3-2.vh.hbone.hu [195.141.9%.1811
bpt—h4-link.telia.net [213.248.79.1851
prag—hhl-link.telia.net [80.%1_247.681]
ffm—bbhi-link.telia.net [88.91.246.1361
ffm—b2-link.telia.net [80.91.249_16811

dayr rr—g5—B-8.atdn.net [66.185.149.2411
bhbl-new—xe—B-2-A.atdn.net [66.185_152.1461
bbl-azsh—xe—B-1-B.atdn.net [66.185.15%2.162]
pop2-ash—xe—-B—P-B_atdn_net [66.185.13%_2891]
dar2-dtc—xe-1-2-B.atdn.net [66.185.141.781
bhZ2-vie—Gl-1-B.atdn.net [66.185.141.1251
bhZz—atm—51-2-B.atdn.net [66.185.152.1561
Reguest timed out.

Request timed out.

CTermlnate hatch joh (?/N)’ ¥

ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms
ms ms

ms ms

ms
ms ms
ms ms

(LI T T I R R R

ms ms

<<Wireshark képernydabra>>

Intel(R) PRO/100 VE Network Connection - Wireshark =151

Fle Edit View Go Capture Analyze Statistics Telephony Tools Help
SEgee PEHRXRLE A+ 0T L/|BEE QQQH @EMR

Filter:l ¥ Expression... Clear Apply

Destination Protocol
152.66.115.1
0.000787 152.66.115.1 152.66.254.195 DNS Standard query response A 157.166.224.25 A 157.166.224.26 A 157.166.226.25 A 157

0x0400, seq(be/'\e) 6].].8-1/239 ttl=1)
i t)

No.,

al

2

3 0.006260 152.66.254.195 . 224 ICMP F_cho (pmg) reques (&
4 0 E

K

9 0.009-105 152.66.254 ].95 152.66.115.1 DNS Star’ldard query PTR 254 254.66.152. in-addr. ar’pa
10 0.009858 152.66.115.1 152.66.254.195 DNS standard query response, No such name
1.009896 ICMP F_cho (pmg) request (id=0x0400, seq(be/'\e) 61952/242 ttl=2)
2 1.0 e d i t)
1.
1.0
1.
6 1. (
1.013059 .66.115.1 Star’ldard query PTR 121.0.66.152. in-addr. ar’pa
18 1.014880 152.66.254.195 DNS standard query response PTR ge3-4.taz.bme.hu
2. F_cho (p'lng) reques “ 0x0-100 seq(be/"\e) 62 20/245, ttl=3)
0 2.0 . ede i T)
2 .GG 254 ].95

. 66. 254 ].95

.019589 152.66.115.1 152.66.254.195 DNS Star’ldard query response PTR tge2-2.sup720.bme. hbone. hu

2
2 . . d (Tim
25 2.018966 152.66. 254 195 152.66.115.1 DNS Star’ldard query PTR ].26 0. GG ].52 in-addr. ar’pa
2
3 .66.254.195 . 224 (1d=0x0400, seq(be/"\e) 63488/248 ttl=4)
ICMP d i T)

33 3.023—153 152.66.254.195 152.66.115.1 DNS Star’ldard query PTR ].0]. Bf ].].]. 195. in-addr. ar’pa
34 3.024083 152.66.115.1 152.66.254.195 DNS standard query response PTR c6513-tengbethl3-2.vh. hbone. hu
024564 152.66 254, ].95 . 224 ICMP EChD (p'ing) request “

0x0400, seq(be/"\e) 64256/‘251 ttl=5)

41 4.046221 .66.254.195 j
| |
[CoToring Rule string: udp] ﬁ
= Ethernet II, src: Intel_éa: 76 Dst: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
= pestination: Cisco ﬂ
Address: 4 J

Individual address (unicast)

. : Globally unique address (factory default)
= source:

Address: I 48)
Individual address (unicast)
P 1 : Globally unique address (factory default)

Tuna: TP (O¥ORON Jid|
O |File: "C:\DOCUME~1\student!| OCALS~1\TempYwiresharkX... |Packets: 220 Displayed: 220 Marked: 0 Dropped: 0

Elemezze a rogzitett halozati forgalmat!
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A cnn.com nem valaszol a traceroute altal hasznalt ping-elésre (csokkentve a terhelését), igy a
tracert parancs nem all le. DoS kivédése.

4.5. A tracert mikodese

Hogyan miikddik a tracert parancs, hogyan hatarozza meg a koztes utvonalvalasztokat? Milyen
protokollokat hasznal, és hogyan?

ICMP protokollt hasznal. ICMP csomagokat kiild, melyeknek TTL értékét 1-gyel kezdédden
folyamatosan 1-gyel noveli. Ennek kdvetkezménye, hogy az egyes csomagok mindig 1 allomassal
tovabb jutnak az el6z6nél, igy a kovetkezd allomas jelez vissza ICMP iizenettel. Azaz felderithetd
az utvonal egy adott célig (, ha ezek a csomagok ugyanazon az Gtvonalon haladnak).

4.6. feladat * (csak az otosért)

Mi torténik, ha a tracert paranccsal megszolitott gép ki van kapcsolva vagy a rajta konfiguralt
tlizfal tiltja a program 4altal kiildott csomagokra torténd valaszt? Produkalja a jelenséget!

cv C\WINDOWS\system32\cmd.exe

Buccessfully flushed the DHNS Resolver Cache.
C:~>tracert 152.66.253.237

Tracing route to fantom.mit.bme_hu [152.66.253_2371
over a maximum of 3@ hops:

1 <1 ms <1 ms <1 mz 152.66.254.254
* Request timed out.

2 £ =
3 “CTerminate hatch joh (¥Y-/N»? ¥

Gz
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73 Intel(R) PRO/100 VE Network Connection - Wireshark NETES

File Edit View Go Capture Analyze Statiscs Telephony Tools Help
WM PEXEE|A¢e0TE|0E QD 8D %D
Fiter: | ~ Expresson.. Clear  Apply
No. Destination 1=
1 000000 3!
3 0.092308 152.66.226.12 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
4 0.147322 152.66.226.12 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
5 0.198385 152.66.226.12 239.255.255.250 55DP NOTIFY ¥ HTTP/1.1
6 0.248889 152.66.226.12 239.255.255.250 55DP NOTIFY * HTTP/1.1
7 0.734861 152.66.205.93 239.255.255.250 S55DP M-SEARCH * HTTP/1.1
8 2.064774 152.66.254.195 152.66.115.1 DNS standard query PTR 237.253.66.152.in-addr.arpa
9 2.065553 152.66.115.1 152.66.254.195 DNS standard query response PTR fantom.mit.bme.hu
10 2.069802 152.66. 152.66.253.237 ICMP Echo (ping) request (i %0400, seq(be/le 985,295, trl=l)
2. 2 254.195 Ti to-live e to 11 i " ans
2. .253.237 Echo (ping) request (i %0400,
3 2. 254.195 Time-to-live ¢ e to 11
2. 3.237 Echo (ping) request %0400,
2.0 5 54 5 Ti o-live ( e to live in
16 2.072781 152.66.254.195 152.66.115.1 standard query PTR 254.254.66.152.in-addr.arpa
17 2.073227 152.66.115.1 152.66.254.195 standard query response, No such name
18 2.314482 152.66.148.105 239.255.255.250 55DP M-SEARCH * HTTP/1.1
19 3.074464 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=10753/298, ttl=2)
20 4.406517 152.66.35.95 239.255.255.250 55DP M-SEARCH * HTTP/1.1
21 4.406603 152.66.35.95 239.255.255.250 55DP M-SEARCH * HTTP/1.1 E
22 4.406694 152.66.35.95 239.255.255.250 55DP M-SEARCH * HTTP/1.1
23 7.424098 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=11009/299, ttl=2)
24 9.199926 152.66.254. 205 152.66.254.255 BROWSER  Get Backup List Request
25 9.740367 152.66.205.93 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
26 10.217578 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
27 10.467481 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
28 10.675580 152.66.35.106 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
29 10.675669 152.66.35.106 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
30 10. 67577 152.66.35.106 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
31 10.717525 152.66.254.235 224.168.168.168 UDP Source port: 54321 Destination port: x11
32 11.924117 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/1e)=11265/300, ttl=2)
33 13.72079%0 152.66.254. 205 152.66.254.255 NBNS Name query NB MIT<lb>
34 14.470790 152.66.254. 205 152.66.254.255 NBNS Name query NB MIT<lb>
35 15.220787 152.66.254. 205 152.66.254.255 NBNS Name query NB MIT<lb>
36 15.409426 152.66.226.34 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
37 16.376257 152.66.226.34 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1
38 16.424510 152.66.254.195 152.66.253.237 ICMP Echo (ping) request (id=0x0400, seq(be/le)=11521/301, ttl=3)
39 16. 588272 152.66.226.12 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
40 17.060988 152.66.150.170 239.255. 255.250 S5DP M-SEARCH * HTTP/1.1
41 17.063221 152.66.150.170 239.255. 255. 250 S5DP M-SEARCH * HTTP/1.1 j
< | |
[CoToring Rule sString: http tcp.port == &0] ;l
= Ethernet II, src: Cisco_f [4:00 (00:16:9c:f4:d4:00), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
= Destination: (dmcast ff:fa (01:00:5 fifa)
Address: T ffifa (01:00:5e:7F:ff:fa) J
A vov. = IG bit: Group address (multicast/broadcast)
o 00 PR . LG bit: Globally unique address (factory default)
= Source: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
Address: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
¢ = IG bit: Individual address (unicast)
. 00 vien wies wans wea. = LG bit: Globally unique address (factory default)
Tuna: TE (OxNROM Jid|
()| File: "C:\DOCUME~1\student!| OCALS ~1\Tempwireshark_.. | Packets: 81 Displayed: 81 Marked: 0 Dropped: 0 [ 4

Magyarazat: A gép nem valaszol, igy a cnn.com-hoz hasonldan a tracert futdsa nem all le,
azonban nem is képes mar tovabb lépni, igy lathat6 a probléma fellépése.
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5. feladat: TCP adatfolyamok vizsgalata a netstat programmal

A feladat célja: TCP adatfolyamok vizsgélata a netstat ¢és a Wireshark programmal.

Ez a mérés akar a virtualis, akar a fizikai gépen is elvégezhetd. Ugyeljen arra, hogy megfeleld halozati
interface-t figyeljen.

A mérés soran egy webbongészdovel le kell tolteni egy honlapot, és az igy kialakuld forgalmat kell
vizsgalni a megfeleld idokozokben futtatott a netstat programmal. A webbongészok a letoltott
tartalmat cache-elik. A cache és a HTTP protokoll vizsgalata a kovetkezd laborfoglalkozas témdja lesz,
most csupan azt kell elérni, hogy a teljes weblap leto1tddjon.

A mérés soran az alabbi részfeladatokat kell elvégezni:
* Futtassa le a netstat-a parancsot! A kimenetet tarolja el egy file-ba (pl. netstat_pre.txt)!
* Inditsa le a webbongészot, és tordlje a bongészo cache-ét!
* Torolje az ARP ¢és DNS cache-t!
* Inditsa el a forgalomrogzitést!
* Toltse le a www.bme . hu weblapot!
* Futtassa le a netstat-a parancsot! A kimenetet tarolja el egy file-ba (pl. netstat web.txt)!
* Lépjen ki a bongészébal!
* Futtassa le a netstat-a parancsot, a kimenetet tarolja el egy file-ba (pl. netstat post.txt)!
« Allitsa le a forgalomrogzitést!
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Tl Intel(R) PRO/100 VE Network Connection - Wireshark METES]

Ble Edt Vien Go Capture Analyze Statstcs Telephony Tools Help
Buees EERZE| N e s ?Q\EBIQQ@D\WE'&%I@

Fiter: | ~ Expresson.. Clear  Apply

No. Destination Protocol Info =
1 0.000000 .255.255. 250 M-SEARCH * HTTP/1.1 J
2 2.040425 152.66.252.9 152.66.254.195 TCP http > webmachine [FIN, Ack] seg=1 Ack=1 win=7504 Len=0
3 2.040461 152.66.254.195 152.66.252.9 TCP webmachine > http [Ack] seq=1l Ack=2 win=65535 Len=0
4 2.051406 152.66.252.9 152.66.254.195 TCP http > 1ipsincl [FIN, ack] seq=1 Ack=1 win=6432 Len=0
5 2.051424 152.66.254.195 152.66.252.9 TCP Tipsincl > http [ack] seq=1 Ack=2 win=65113 Len=0
6 2.053405 152.66.252.9 152.66.254.195 TCP http = netop-school [FIN, ACK] Seq=1 Ack=l win=6432 Len=0
7 2.053419 152.66.254.195 152.66.252.9 TCP netop-school > http [ACK] Seg=l Ack=2 win=65333 Len=0
8 2.054405 152.66.252.9 152.66.254.195 TCP http = sns-quote [FIN, ACK] Seq=1l Ack=l win=7504 Len=0
9 2.054418 152.66.254.195 152.66.252.9 TCP sns-quote > http [ACK] Seq=1 Ack=2 win=65535 Len=0
10 3.023612 152.66.35.106 239.255.255.250 55DP M-SEARCH * HTTP/1.1
11 3.023687 152.66.35.106 239.255.255.250 55DP M-SEARCH * HTTP/1.1
12 3.023914 152.66.35.106 239.255.255.250 55DP M-SEARCH * HTTP/1.1
13 3.815295 152.66.93.15 239.255.255.250 55DP M-SEARCH * HTTP/1.1
14 5.003732 152.66.115.141 239.255.255.250 S55DP M-SEARCH * HTTP/1.1
15 8.503777 Intel_6a:6e:el Broadcast ARP who has 152.66.254.2547 Tell 152.66.254.212
16 10.072621 152.66. 239.255.255.250 55DP M-SEARCH * HTTP/1.1
17 11.355837 152.66. 239.255.255.250 55DP M-SEARCH * HTTP/1.1
18 12. 346668 152.66 239 .250 S55DP M-SEARCH * HTTP/1.1
19 13.573114 2 PIMV2 Hello
20 13.876787 152.66.254.195 152.66.115.35 TCP disrap = http [SYN] Seg=0 win=65335 Len=0 M55=1460 SACK_PERM=1
21 13.877292 152.66.115.35 152.66.254.195 TCP http = dlsrap [SYN, ACK] 5eq=0 Ack=l win=32120 Len=0 M55=1460 SACK_PERM=1
22 13.877322 152.66.254.195 152.66.115.35 TCP disrap = http [ACK] Seqg=1 Ack=1 win=65335 Len=0
23 13.877586 152.66.254.195 152.66.115.35 HTTP GET / HTTP/1.1
24 13.878180 152.66.115.35 152.66.254.1085 TCP http = dlsrap [ack] Seqg=1 Ack=388 win=31733 Len=0
25 13.879421 152.66.115.35 152.66.254.1085 HTTP HTTP/1.1 200 OK (text/html)
26 13.880003 152.66.115.35 152.66.254.1085 TCP http = dlsrap [FIN, ACK] 5eq=252 Ack=388 win=32120 Len=0
27 13.880037 152.66.254.195 152.66.115.35 TCP disrap = http [ACK] Seq=388 Ack=253 win=65284 Len=0
28 13.887387 152.66.254.195 152.66.115.35 TCP disrap > http [FIN, ACK] 5eq=388 Ack=233 win=65284 Len=0
29 13.887994 152.66.115.35 152.66.254.1085 TCP http = dlsrap [AcCk] Seq=253 Ack=389 win=32120 Len=0
30 13.923726 152.66.254.195 152.66.115.35 TCP tcoflashagent > http [SYN] 5eq=0 win=65535 Len=0 M55=1460 SACK_PERM=1
31 13.924451 152.66.115.35 152.66.254.1085 TCP http = tcoflashagent [5yN, ACK] Seq=0 Ack=1 wWin=32120 Len=0 M55=1460 SACK_PERM=1
32 13.924485 152.66.254.195 152.66.115.35 TCR tcoflashagent > http [ACk] seq=1 ack=1 win=65535 Len=0
33 13.924881 152.66.254.195 152.66.115.35 HTTP GET /favicon.ico HTTP/1.1
34 13.925653 152.66.115.35 152.66.254.1085 TCP http = tcoflashagent [AcK] Seq=1 Ack=369 win=31752 Len=0
35 13.926404 152.66.115.35 152.66.254.1085 HTTP HTTP/1.1 200 oK (text/plain)
36 13.929832 152.66.115.35 152.66.254.1085 TCP http = tcoflashagent [FIN, ACK] Seq=5353 Ack=369 win=32120 Len=0
37 13.929876 152.66.254.195 152.66.115.35 TCP tcoflashagent > http [ACK] 5eq=369 Ack=5534 win=64983 Len=0
38 13.9329049 152.66.254.195 152.66.115.35 TCP tcoflashagent > http [FIN, ACK] 5eq=369 Ack=554 wWin=64983 Len=0
39 13.934042 152.66.115.35 152.66.254.1085 TCP http = tcoflashagent [ACK] Seq=534 Ack=370 win=32120 Len=0
40 13.934934 152.66.254.195 152.66.116.73 TCP tcoaddressbook = http [SYN] Seg=0 win=65335 Len=0 M55=1460 SACK_PERM=1
41 13.935323 152.66.116.73 152.66.254.1085 TCP http = tcoaddressbook [SYN, ACK] 5eq=0 Ack=1l win=16384 Len=0 M55=1460 SACK_PERM j
< | |
[CoToring Rule sString: http top.port == E0] ;l
= Ethernet II, src: Cisco_f [4:00 (00:16:9c:f4:d4:00), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
= Destination: IPv4mcast ff:fa (01:00:5 fiff:fa)
Address: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa) J
P = IG bit: Group address (multicast/broadcast)
0 . = LG bit: Globally unique address (factory default)

= Source: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)

Address: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)

. = IG bit: Individual address (unicast)
. 00 vien wies wans wea. = LG bit: Globally unique address (factory default)
Tuna: TE (OxNROM

()| File: "C:\DOCUME~1\student| OCALS~1\Templwireshark_. | Packets: 916 Displayed: 915 Marked: 0 Dropped: 0

LE
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5.4. A letoltéskor hasznalt protokoll azonositasa

Milyen protokollokat haszndl a webbdngészo a tartalom letdltése soran, és milyen célbol?

HTTP, TCP, az oldal letoltésének céljabol.

5.5. A TCP folyamok szamanak meghatarozasa

A mért forgalom alapjan hatarozza meg, hogy a bongészd hany parhuzamos TCP folyamot nyitott
meg a www . bme . hu szerverhez!

Indokolja a véalaszat! Haszndlja a megjelenités/analizis sziirét és a netstat outputjat is a feladat
megoldasahoz!
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2-2 oldalanként. El6szor csak ataranyitas torténik a valédi weblapot kiszolgélo IIS szerverre, majd
onnan az adatok letoltése.

5.6. Kapcsolatbontas

Hogyan és mikor torténik a kapcsolat lebontasa?

Készitsen a lebontas megtalalasdhoz megjelenités/analizis sziirdt, és hasznalja a netstat outputot is!
A kapcsolat lebontdsa az un. modified 3-way handshake-kel torténik: FIN tipusu lizenetekkel.

5.7. TCP folyam tulajdonsagai

Sztirjiik ki az egyik rovidebb (~10-15 tizenetbdl allo) TCP folyamhoz tartoz6 csomagokat (jobb

gomb az egyik csomagon, majd Conversation Filter / TCP).
SIS

Gle Edit Wiew Go Capture Analyze Statistics Telephony Tools Help
SBEdes PEIRZE|A S ﬁéé:?&\@ﬂlaaﬁﬂ\ﬁﬁ'@hlﬁ

Filter: Iﬁp.addr eqg 152.66,252,9 and ip.addr eq 152.66.254,195) and (tcp.portegé ~  Expression... Clear Apply

No. |'I'|me |Sourca IDeshnahon |Prot0col |Inﬂ:
36 4.246818 152.66.254.195 152.66.252.9 TCP gdp-port > http [5YN] Seq=0 Win=65335 Len=0 M55=1460 SACK_PERM=1
37 4.247129 152.66.252.9 152.66.254.195 TCP http > gdp-port [SYN, ACK] Seq=0 Ack=1l Win=5840 Len=0 M55=1460 SACK_PERM=1
38 4.247152 152.66.254.195 152.66.252.9 TCP gdp-port > http [ACK] Seg=1 Ack=1 Win=65535 Len=0
39 4.247402 152.66.254.195 152.66.252.9 HTTP GET /styles/1.gif HTTP/1.1
247864 o 5 66.254.195 ILtp > gdp-port [ACK] Seqg=1 Ack=303 wWin=6432 Len=0
41 4, 248164 152.66.252.9 152.66.254.195 TCP [TCP segment of a reassembled PDU]
42 4.248565 152.66.252.9 152.66.254.195 TCP [TcP segment of a reassembled pPDU]
43 4,248625 152.66.254.195 152.66.252.9 TCP gdp-port > http [ACK] Seq=5302 Ack=1801 Win=653535 Len=0
44 4,249277 152.66.252.9 152.66.254.195 HTTP HTTP/1.1 200 OK (GIF&9a)
66 4.3640095 152.66.254.195 152.66.252.9 TCP gdp-port > http [ACK] Seq=502 Ack=2843 Win=64493 Len=0
4 I B
[CoTaring Rule string: http Tcp.port == &0] ;l
= Ethernet II, src: Cisco_f4:d4:00 (00:16:9c:f4:d4:00), Dst: Intel_6a:70:48 (00:16:76:6a:70:48)
E Destination: Intel_6a:70:48 (00:16:76:6a:70:48)
Address: Intel_6a:70:48 (00:16:76:6a:70:48) J
....... 0 .... «vvv vvus ... = IG bit: Individual address (unicast)
ceve W00 Ll il oe.. ... = LG bit: Globally unique address (factory default)
= source: Cisco_f4:d4:00 (00:16:9c:f4:d4:00)
Address: Ccisco_f4:d4:00 (00:16:9c:f4:d4:00)
....... 0 .... vvv vvuns ... = IG bit: Individual address (unicast)
P 1 . = LG bit: Globally unique address (factory default)
Tuna: TP (O¥NROM Jid|
@ |File: "C:\DOCUME~1\student!| OCALS~1\TempYwiresharkX... |Packets: 74 Displayed: 10 Marked: 0 Dropped: 0 [

Sorrendben érkeztek a csomagok? Hogyan tudja ezt megallapitani?
A TCP protokoll sequence number alapjan lehet a sorrendet megallapitani.

Vizsgalja meg a TCP folyamban az lizenetkiildések menetét (Statistics / Flow Graph, és a TCP
flow legyen kivélasztva)! Mire szolgalnak a Sequence number és Acknowledgment number
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mezOk?
1 Intel(R) PRO/100 VE Network Connection - Graph Analysis - IEllil
- 152.66,254, 185 152.66,252,5 - : 2l
LS 152,656,252, 18 Sl
4,215 ..._Ec_‘__i AEJIL'K E._Ec_ Seq = 41 Ack = 1543
4,216 o ACK -Len: 1460 - Seq = 1943 Ack = 441
4,215 ACK - Len: 1450 :__c_ Seq = 3403 Ack = 441
1 nels
4,218 ACK. - Seq = 441 Ack = 4853
4,218 ; ACK - Len: 1450 : . Sen = 4853 Ack = 441
L-raly I 120}
4,217 . ACK -len: 1450 - Seo = £323 Ack = 441
4,217 ..._Ec_‘__i AE:CK E_Ec_ Seq = 441 Ack = 7783
4,217 ! PSH, ACK - len: 470 L Seq = 7783 Ack = 441
4237 Y PSH, ACK r Len: 487 I'c' Seq = 441 Ack = £253
[el-rahy I 1ED)
4,233 0 ACK - Seq = 8253 Ack = 528
¢ (2]
4,239 it ACK - Len: 1460 : . Seq = 8253 Ack = 928
[#l-raly I 1B
4,239 et PSH, ACK Jlen: 1401 - Seq = 5713 Ack = 328
4,235 .:._Ec_‘_zi AE:CK E.:Ec: Sen = 928 Ack = 11114
4,247 c SN - Seq=10
4,247 SN ACK L Seg= D Ack=1
4,247 ACK ::.c: Seq=1Ack=1 =
4,247 PSH, ACK - Len: 502 i . Seq=1Ack=1
4,243 AéK :._c: Seq =1 Ack = 503
4,243 o PSH, ACK - Len: 340 I__c_ e = 1 Ack = 503
[1SS7) 1 120}
4,249 : ACK -Len: 1450 - Seq = 341 Ack = 503
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Magyarazat: Lathato a parba allitott ACK — Seq a helyes fogadas miatt

5.8. Protokollok savszélesség-igénye

Abrézolja a kiilonbozé protokollok altal hasznalt savszélességet (byte/s) és csomaggyakorisagot
(packet/s)! Indokolja a latottakat!
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Magyarazat: A HTTP a TCP felett miikodik, igy nyilvanvaloéan (pl. a TCP fejrész miatt) nem lehet

nagyobb a sebessége.
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Magyarazat: A HTTP a TCP felett miikddik, igy nyilvanvaléan minden http-hez tartozik legalabb

egy TCP lizenet, igy a http lizenetek szama biztosan nem lehet nagyobb.

5.9. Helyi halbézati szolgaltatasok azonositasa * (csak az 6tésért)

Milyen TCP és UDP portok vannak nyitva a helyi gépen a netstat alapjan, és azokon milyen

szolgaltatasok talalhatok?

szdmos port nyitva van a gépen, pl :1030 (tlizfal)
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