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Aim of this measurement and acquirable knowledge
The aim of this laboratory is to get basic knowledge of the Linux operating system.
Topics: getting familiar with Linux; experimenting with both the console and the GUI; general configuration options; installing and listing applications; configuring system services; creating users; monitoring and logging the system; listing and tracing processes; deploying a web server.

Requested knowledge
· The relevant material of the Operating System courses on UNIX
· Being capable of using VMware virtual machines
Software used on the measurement
· VMware Player, can be downloaded from http://www.vmware.com/
· CentOS
 6 Linux VMware virtual machine
How to make this report and expected content
You have to make a written report on conducting the measurement tasks by filling in this document (parts with yellow background).

The report shall contain the documentation on the process of completing the measurements (illustrated with screenshots and their explanations, description of the events experienced and the answers to the questions. Screenshots without any explanation cannot be accepted!
Rating of the measurement
There are some more complex advanced level tasks what require more knowledge. For this reason they are considered optional. You can skip as many beginner level tasks as many advanced level tasks are completed.

1. Getting familiar with the system
Aim of this task: to gather some basic knowledge on system boot and user interfaces.

Copy the folder containing the linked clone of the UNIX virtual machine from drive V: to drive D:! By double clicking on the file ml4unix.vmx in the folder copied you can start VMware Player with the virtual machine containing a CentOS operating system.

The virtual machine is in the state just after the installation of the guest operating system. (More information on installing the operating system can be found here: Red Hat Linux - Installation Guide. More information on configuring the operating system and the services it offers can be found here: Red Hat Enterprise Linux - Deployment Guide.)

After turning the virtual machine on the boot loader named GRUB starts (can be interrupted by pressing a key). By default GRUB loads CentOS. After the operating system loaded the IP address of the machine is displayed. During the console interface tasks it is probably more convenient to use an SSH terminal (like Putty
) instead of the console within the virtual machine.
	1.1 System boot

	Start the system! Make a screenshot showing the boot process and the starting of services! Name a few services you recognize!
Log in to the OS after the boot process completed (either through the console or through network using Putty)!
Login: root
Password: ml4unix
At this point only the console interface has been installed (there is no GUI).

	<<screenshots and explanations>>


	1.2 Getting familiar with the console

	Let’s experiment a little with the console interface recalling the knowledge learned during the Operating System courses!
How much disk space and memory is consumed by this basic system (do not count the contents of the directory /var/cache/yum which stores install files)? What folders consume the most disk space and what kind of files can be found inside them? 

Command line tools to use: cd, df, ls -l, free, du -sk /*, sort -n, more
If necessary consult the manual pages of the command line tools (e.g. man du) and combine the commands using so called pipes (e.g. du -k / | sort -n)!
Hint: use the TAB key to complete partially typed file or folder names, commands and their arguments!
Advanced: during the usage of du command you got some error messages. Why?
Beginner: list (ls) the contents of /var and describe the function of a few subfolder within it!

Where can we found the data describing users and their passwords (in which files under the directory /etc)?

	<<screenshots, explanations and answers>>
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If you are not familiar with using the console interface, do not know the command line based text editors (nano, vi) and do not even want to try them out then you are free to install the graphical user interface by solving the next task.

Even if you choose the console you are asked to read the next task and in case you are having any difficulty you are free to install the GUI later.

	1.3 Installing the graphical user interface (optional)

	Install the graphical user interface from the software repository! To do that under a RedHat based Linux system (like CentOS) you have to use the yum command (under Debian based Linuxes the equivalent command is apt-get).

You can install packages one-by-one but it is also possible to install groups of packages. You can list the valid group names by invoking yum grouplist. To install the graphical interface you need the following groups:
yum groupinstall "Desktop" "Desktop Platform" "X Window System" "Fonts" "Internet Browser" "Graphical Administration Tools" "General Purpose Desktop"
Meanwhile the packages are under installation move on to task 1.4 (either by launching a new instance of Putty or switching to another console by pressing ALT+F2) then switch back to this task!
To activate the graphical interface you need to switch the so called runlevel by issuing the command init 5 (you need to wait a little bit). The valid runlevels can be found in the end of the file /etc/inittab (use one of more or tail commands). If you want to change the runlevel permanently you need to modify this file.

Log in to the graphical user interface!

Get familiar with the graphical interface! Where are the web browser and the text editor located? 

Investigate the change in disk usage and memory consumption! (If you do not need the graphical environment any more you can uninstall it by invoking yum grouperase ... command.)
If you want to access the command line interface from the graphical environment you need to launch a so called terminal emulator program (Applications / System Tools), or you can switch back to the console by pressing CTRL + ALT + F1. To switch back to the graphical interface again press ALT + F7.

	<<screenshots, explanations and answers >>


	1.4 Investigate SELinux settings

	SELinux is a supplementary system to make the OS more secure. It is an access control system which allows us to define more detailed security rules for the users and applications than the rules a basic UNIX system has. We can make restrictions on system calls, data accesses, network port openings and so on. By the help of SELinux besides defining exactly what is allowed for a given user or application and what is not we can also trace the security problems indicated by the system.

SELinux settings are independent from the standard UNIX access and behavior control system (owners, groups and their permissions).

SELinux can be easily operated in enforcing mode on a basic Linux server (having only “factory” packages installed). But if you are developing custom applications or building your system from external software repositories you can use also the permissive mode which only signals security problems but does not make any actions to avoid them. Which mode is active now? (/etc/selinux/config).

Look at the general settings of SELinux (getsebool -a) and explain a few web server (httpd) related values (getsebool -a | grep httpd)!

The command line tool setsebool can be used to alter the settings but it is not needed by now.

	<<screenshots, explanations and answers>>


2. Basic administrative tasks
Aim of this task: learn some basic administrative tasks.
	2.1 Creating users

	Create a user (by invoking adduser or launching the related graphical administrative tool) and set a password (passwd)! Has the user’s home directory been created? What kind of files can be found there?
Log in with the newly created user and solve the succeeding tasks under this user account (if possible)! (It is a rule of thumb to log in as root only if it is absolutely necessary to avoid problems caused by mistakes and security risks.)

	<<screenshot, explanations and answers >>


	2.2 List running processes

	List the processes currently running (ps or the related graphical administrative tool)! How is it possible to list all of the processes? And how is it possible to list only the processes belonging to a single user (man ps)?

	<<screenshot, explanations and answers >>


	2.3 Start and stop services

	By using the appropriate administrative tool investigate the list of available and the list of currently running services! Figure out and explain the role of a few services! How is it possible to start / stop and turn on / off services?

Under graphical interface: System / Administration / Services
Under console: chkconfig and service (run as root)
Stop and turn off some services like: postfix (mailing), LVM2 monitor!

	<<screenshot, explanations and answers >>


	2.4 Managing and installing software

	If you have installed the graphical interface search for Add/Remove Software. Otherwise use the command line tools yum and rpm!

List the installed packages (name only a few in this report)!

How is it possible to figure out the files belonging to a package (like which) (hint: rpm --<TAB> --<TAB>)?

Install the package group called “Web Server” (yum groupinstall ...)!
What configuration files are located under /etc belonging to the package httpd  (rpm -ql ... | grep ...)?

	<<screenshot, explanations and answers >>


	2.5 General configuration options

	Under the graphical interface:
What kind of system level configuration possibilities can be done under the graphical environment! Document the role of a few administrative applications (but do not change any settings)! For example check among the firewall settings whether SSH access is allowed or not!
Under a text based interface:
The configuration possibilities under a text based interface are much detailed compared to the possibilities under a GUI. Have a look at the folder /etc/sysconfig! Where are the firewall rules located? Elaborate the entry related to SSH (you can open this file only as root)!

	<<screenshot, explanations and answers >>


3. Monitoring and logging
Aim of the task: learn how to check the state of the system and to manage logs.

	3.1 Managing logs

	If you are using the graphical interface start Log File Viewer otherwise search for the log files under /var/log! Investigate the content of a few log (among them audit.log which contain SELinux messages)! Elaborate some simple log file portions!

	<<screenshot, explanations and answers >>


	3.2 Monitoring the system

	If you are using the graphical interface:
Start System Monitor! Look at the graphs! After a half minute launch Firefox and watch the load of the computer meanwhile! Open a relatively complex web page and watch the change of load as you move the mouse over the page and as you click on a link! Document the experiences!
If you are using the command line interface:
Install the package atop (as root) and get familiar with its usage! Make a screenshot about the operation of the program and explain some of the data displayed! Start the related service! At the end of the laboratory make another screenshot about the aggregated statistics!

	<<screenshot, explanations and answers >>


	3.3 Trace a process

	If we want to get information on what systems calls a process is issuing or want to see at which point has its execution hung then by using the strace program we can monitor its operation runtime. Install the package and try out the commands below (man strace can help)! Explain their operation and answer the questions!

	strace -o trace.txt ps -ef
What is the /proc file system and what kind of information can be gathered from it by this command?

	

	Have a look at a “file” located in there using either cat or less and document the content of the chosen file!

	

	strace -e trace=open,read,write,close ls /
Explain the open() and write() system calls at the end of the output.

	

	If you are using the GUI:
Start a Firefox and monitor its operation during surfing the web (strace -p <PID>)! Use the same filtering option “-e” like before to limit the amount of output to a convenient scale! Document the experiences!

	


4. Setting up a web server, making web pages
The aim of this task: to pick up some basic knowledge on setting up a web server.

	4.1 Check the configuration

	Investigate the configuration of the web server (/etc/httpd/conf/httpd.conf)! What is the difference between prefork and worker MPM? Into what location can we put files we want to be served by the web server (DocumentRoot)? Are the users allowed to put their own web pages on the system (mod_userdir)?

	<<screenshot, explanations and answers >>


	4.2 Starting and testing the web server

	Start the web server service and try to connect to it from outside! Why is it not possible to establish the connection? Check if the web server (the process httpd) is running! Solve the problem!

	<<screenshot, explanations and answers >>


	4.3 Creating a web page

	Beginner level: create a simple web page and display it from a web browser outside!
Advanced level: install the PHP module for the Apache web server (php) then restart the web server! By the help of phpinfo() print its configuration to a web page! You need to create a file named index.php into the appropriate directory:
<?php  phpinfo(); ?>
Really advanced level: let’s assume you have installed a PHP based web system (like Drupal, WordPress or Joomla portal engines, MyBB forum system and so on). During the registration of a user the system is about to send an e-mail to the new user. Unfortunately we get an error message: unable to send mail. This error can be reproduced in the virtual machine using a web page having the content as below:
<?php

$status = mail("root@localhost", "Test", "Test message.");

if ($status) {
  echo "<h2>Mail has been sent successfully.</h2>";

} else {
  echo "<h2>Unable to send mail.</h2>";

}

?>
By using the knowledge you have learnt during this laboratory try to solve the problem! Have a look at the system logs and search for error messages! Identify the subsystem to what the error is related and configure the system in a way that makes it possible to send the e-mail! Check if the mail has arrived successfully (using mail as root, install if necessary)!

	<<screenshot, explanations and answers >>


Rate the measurement
	If you would like to give us feedback on the measurement feel free to rate it (like level of difficulty, level of usefulness)! You can even make suggestions how to develop the tasks or to correct any possible errors!

	


� “The CentOS Linux distribution is a stable, predictable, manageable and reproduceable platform derived from the sources of Red Hat Enterprise Linux (RHEL).”


� HYPERLINK "http://www.centos.org/" ��http://www.centos.org/�


� a free telnet / SSH client


� HYPERLINK "http://www.chiark.greenend.org.uk/~sgtatham/putty/" ��http://www.chiark.greenend.org.uk/~sgtatham/putty/�
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